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SURVIVAL OF THE FASTEST
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SURVIVAL OF THE FASTEST
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SURVIVAL OF THE FASTEST

TO STAY AHEAD _ ) )
YOU MUST: Imin  10min 60min
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PROBLEM: AGENT BLOAT + SIGNATURES
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SOLUTION: REDUCE AGENT COMPLEXITY
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SOLUTION: REDUCE AGENT COMPLEXITY
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AUTOMATED HUNTING ENGINE
THREAT GRAPH
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Av CROWDSTRIKE FALCON

NEXT-GEN AV
FALCON PREVENT o e

Business Security

DEC 2019
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DW-SMILE Network Contain
Connect to Host

Execution Details

Initial Execution Persistence Privilege Defense Credential Discovery Lateral Collection  Exfiltration Command
Access Escalation Evasion Access Movement & Control
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ENDPOINT DETECTION AND RESPG
FALCON INSIGHT
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POWERFUL RESPONSE AND REMEDIATION

COLLECT INFO

Ee Q <= @ e

! : Network
Processes File System Registry Activities Memory OS Events

3| 4

Kill Delete File Modify Network Custom
Process Blacklist File Registry Quarantine Scripts

TAKE ACTION
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THREAT INTELLIGENCE
KNOW YOUR ADVERSARY

AT THE HEART OF EVERY ATTACK IS A HUMAN ADVERSARY.
FALCON INTELLIGENCE REVEALS THEIR MOTIVATION AND TRADECRAFT TO KEEP YOU ONE STEP AHEAD.
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THREAT INTELLIGENCE AUTOMA
FALCON X
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SEEIRIE

Indicators of
Compromise

Endpoint
Integration

Attribution and
Profiles

Malware
Sandbox
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MANAGED THREAT HUNTING
FALCON OVERWATCH

24/7 Proactive thiggﬁglcﬁ éAI s
Threat Hunting and Email
Prioritization Guided
Response
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Incident Responders

Investigate every alert and determine root

cause
Remote remediation

Remove of persistence mechanisms
Stop active processes

Adjust registry keys

Addressing the entire kill-chain
Powered by our Falcon Platform
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REMEDIATION REPORT

Incident Details

System_Hostname:
JoePC

Username:
Administrator

System_IP_Address:
192.168.10.106

Detection_Scenario:
Known Malware-Ursnif

Detection_Severity:
HIGH

Detection_Details:
https://falcon.crowdstrike.com/activity/detections

Date_of_Initial_Compromise:
20180611

Analysis_and_Remediation_Details:

The user fell victim to a phish which led to the installation of Ursnif malware.

Processes Stopped:
Markerscaler.exe

Quarantined Files:

C:\Users\Administrator\Downloads\Ballroom prices & Menu 2016\Emails Models.dox
C:\Users\Administrator\AppData\Local\Temp\67406.exe
C:\windows\SyswWOw64\markerscalar.exe

C:\ProgramData\KdbNNb.exe
C:\Users\Administrator\AppData\Local\Temp\ouxIfcbtocvpzpvhvgtsafmfds.txt
C:\Users\Administrator\AppData\Roaming\Microsoft\Doetduo\doetdu32.dill
C:\Users\Administrator\AppData\Roaming\Microsoft\Doetduo\doetdu.exe
C:\Users\Administrator\AppData\local\Microsoft\Doetduo.wqp
C:\windows\SyswOw64\g3lhvX8JQNMnRx.exe
C:\windows\SyswOw64\ic4bNmqtt.exe

Removed Regkey’s

HKCU\Software\Microsoft\Windows\Currentversion\Run ychfmxl REG_SZ
C:\windows\System32\WindowsPowerShell\vi.0\powershell.exe “$windowsupdate
=\ C:\Users\Administrator\AppData\Roaming\Microsoft\Doetduo\doetdu.exe\”;&
$windowsupdate”

Removed Scheduled Tasks related to the malware
125275F5-F470-4919-9A18-234F29DAB5C4
cmd.exe/C'start/MINC:\windows\system32\cscript.exe//E:javascript”C:\Users\Admi
nistrator\AppData\Local\Microsoft\doetdu.wpq™”

44974F44-5BCA-4A51-9FC7-F91BAID74CE7
C:\windows\System32\WindowsPowerShell\vi.0\powershell.exe”$windowsupdate =
\ ”C:\Users\Administrator\AppData\Roaming\Microsoft\Doetduo\doetdu.exe”; &
$windowsupdate”

Recommended_Recovery_Tasks:
Reset Administrator password

N



CROWDSTRIKE

FALCON PLATFORM rproOTECTS ALL WORKLOADS
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A PROVEN LEADER IN ENDPOINT PROTECTION

©

© ©

“Not very often one finds MITRE

a vendor that has a great
end to end team like

CrowdStrike” Av

comparatives

Gartner

FORRESTER

) HIGHEST SCORE OF 4.9/5
| INBOTH EDR AND

ENDPOINT PROTECTION I:Ij S E La b S

PLATFORMS
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WHY
CROWDSTRIKE?

IMPROVE YOUR
PROTECTION

Sophisticated technology

Built in threat intelligence
Deep human expertise
\\ REDUCE
COMPLEXITY

Consolidate agents
Simplify your architecture
Streamline operations

S
0308
o
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GAIN EMBEDDED
EXPERTISE

Expert threat hunters

Fully managed
protection & remediation

Threat intelligence

GET IMMEDIATE
VALUE

A true turnkey solution
Deploy in one day

No consulting
services required
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OVERWATCH = 24/7 Managed Hunting
Continuous Assurance

Falcon X (PREMIUM)
- Falcon Sandbox (Malware Analysis)
-Compromise Assessment + Management and live forensics - Falcon Malquery (Malware Search)
-Red Team / Blue Team * 5 seconds search without impact - Falcon Threat Intelligence

* Real-time and Retrospective - Actors: Nation State, eCRIME, ...

-Tabletop Exercises * |0As, Analytics, Al and Correlation - Reports / RFls / Malware Analysis
Threat Intel (Actors, TTPs, 10Cs...)

CrowdStrlke Cloud

N/ r .
"¢ IR SERVICES o Yy soc2

-Incident Response

< 5-8MB in 24h (telemetry data only)
< 1-2% CPU / 40MB RAM / 50+MB HDD
<10 Sec deploy, no reboot

v
Prevent = NGAV Insight = EDR .
Machine Learning *  Continuous Visibility SIEM, TIP, Orchestration
Exploit mitigation e 400+ events
! Blacklisting e Detections / IOAs
Other Mobile/ Indicator of Attack * Response & Containment

customers Cloud
ou 11 Modules + 10 Store Partners

Nindows, Linux, MacOS, iOS, Android
‘ _— 2019 CROWDSTRIKE; 1NC.-ALL:RIGHTS RESERVED.
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