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Best protection. Best performance.
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Bitdefender Reflective Artificial Intelligence Networks( BRAIN )
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Bitdefender

UNFOLLOW
BITDEFENDER GRAVITYZONE BENEFIT

- NEXT GENERATION ENDPOINT PROTECTION
EDR
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BITDEFENDER LAYERED NEXT-GEN ENDPOINT PROTECTION PLATFORM

z &
i HARDENING & CONTROL
o K| oHL|X | HE ErjaT sl AL S Z2[A(o14 Hof i Hof sl
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PRE-EXECUTION éj)\,
- DETECTION - . .
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ON & POST-EXECUTION % %#%;
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INSTALL PACKAGE CUSTOMIZING

LEAQI OHE[- BRI £2M2 0|0 +8El 2= B=2 FX| 7 [X|S KMIESHK| 2, Bitdefender GravityZone2 11740] Ha st 2
Td = UACH, 0|0 AEZQIEN SX|7t 2=l SEfER|EHE AHEX| B2 Bas F7051ALEMAZ 4~ AS LT

253 X HEo0

o

Edit Endpoint Package

TRADITIONAL ANTI MALWARE

General
QPE|-HHAI0| APt MSSh= 2X] 7 |X|S 2CH= ArEoHOf S|t
MName: © 10T MEE
7He A} 7j0 2 atoh of| elof e o] & 23 Sol w1 50| €1 == 55 2
A EHO-"A-I EJ-L|_9_0|.7-||_|- EI-E Oi |E AEA#_'I'E‘EEI HS o x-"j—lol.j-ll_l- Language: English -
A 71op71 | 20, o} RiAfRE | i S EIR I Rol0) X
%6|'7| O‘IEﬁLlEl- Advanced Threat Control
Advanced Anti-Exploit
Firewall
Device Control
Pawer User 7 Antimalware < Content Control
BITDEFENDER NEXT-GEN Encryption N A - i
E?;hsmanagemem Hyper Detect n Application Blacklisting n
ensor
Advanced Threat Control n Web Access Control n
T —
A"Xl6|‘E1h 0‘" CiT I O‘” ;l_l.l;_é_l'El El"_ 7| |6 ; g 7—|}- 7HI:E'1 &Il o E AI_E—I'II-é-I'O:I ?‘Ao-l-éé'- _)'\_ Antiexploit n Data Protection n
QIO 0|0 AX|El AFEHQUK|ZHE QIMIEX| CHA| TLAISH 2 QLT e e e
° OI_I'El— E-?—."O‘II xl:ll'XH&'i —o|-—|-cl’|;|d Xl-l:l_, ol_l'El OIA“ Ol H |-H:| I]_P DHx‘”x‘”O'I 5& Firewall [ Device Control
O Elﬁﬂ %I'éél', HHxl‘T“.'_}'Elxl'(HVB), m AllA-I o ﬂaA%xr L AE-ixl 0101 o Monitor Process Changes n Device Control n
Monitor Wi-Fi connections n
Active profile - 22 2% 9z Trusted o) EDR Sensor
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INTELLIGENT PATCH MANAGEMENT

YEEOI20] 5IEl 2BESlofel 0] Eratio = IX|S B 7|Ze| D = ACEOIE0] X AEESI0HS B AN, A
E90{0] FOFHS BAB 3, OiT ATEQO{0| CHt HPHS THXIZILICL % U 3OFH HEE 2oL HB0| 7hset M2 THXI) et 222

== I__II__I_I 1= 10

TAlE = o H 2oF K| OfE2|H 0| M| Rt X E Tlligh = UASLICE

Lo

» Assign Policy '(':!; Assign Security

Tasks -@- Integrations

Reports

Name 0s 1P

&- o 1)

Welcome, User

W Computers and Grouns garch products... 0 Ignore patches  (») Install  (X) Uninstall (&) Patch stats Refresh G

Tasks - Scan
@ Deleted | Patch name KB number CVE Bulletin ID Patch severity Category Affected products Removal
Integrations . Risk scan Display all patches
[o] o [o] O || critical X v | | Security X o
Reports Patch Scan
R CAPICOM-KB931906-v2102.exe Q931906 1 CVE(s) Ms07-028 Critical Security 1 Product(s) No
Assign Policy Patch Install

. _— Windows6.1-Windows7-5P1-KB2509553-x86.msu Q2509553 1 CVE(s) M511-030 Critical Security 7 Product(s) No
curity S Exchange Scan
synchronize with Amazen EC2 Install Windows6.1-Windows7-SP1-KB2532531-x86.msu 02532531 1 CVE(s) M511-053 Critical Security 7 Product{s) Yes
) 8 Evernote Corporation ) § . ,
Go to container Upgrade client Windows6.1-Windows7-5P1-KB2621440-x86.msu Q2621440 1 CvE(s) MS12-020 Critical Security 7 Product(s) Yes
Recovery manager Uninstall client W FileZilla Windows6. 1-Windows7-SP1-KB2698365-x86.msu 02698365 1 CVE(s) MS12-045 Critical Security 7 Product(s) Yes

o]

Update dient

W Gimp.org Windows6.1-Windows7-5P1-KB2758857-x86.msu Q2738857 1 CVE(s) M512-081 Critical Security 7 Product(s) Yes

Reconfigure Client

& Gretech Corp Windows6.1-Windows7-5P1-KB2892074-x86.msu Q2892074 1 CVE(s) MS513-099 Critical Security 7 Product(s) Yes

Restart machine

& KeePass Windows6.1-Windows7-SP1-KB2893294-x86.msu 02893294 1 CVE(s) MS13-098 Critical Security 7 Product(s) Yes

Network Discovery

& LibreOff IE11-Windows6.1-KB2909210-x86.msu Q2909210 1 CVE(s) MS14-011 Critical Security 1 Product(s) Yes
reOffice

Update Security Server

Windows6.1-Windows7-5P1-KB2912390-x86.msu Q2912390 1 CVE(s) M514-007 Critical Security 7 Product(s) Yes
# Microsoft
lync2013-kb2881013-fullfile-x64-glb.exe Q2881013 2 CVE(s) MS14-035 Critical Security 2 Product(s) No
Accounts + 8 Mozilla Foundation
iel1-windowss.1-kb2963950-x86.cab 02963950 48 CVE(s) MS514-035 Critical Security 1 Product(s) Yes
User Activity + il Oracle
Windows6.1-Windows7-SP1-KB2978742-x86.msu Q2978742 1 CVE(s) MS14-043 Critical Security 5 Product(s) Yes
Sandbox Analyzer + {§ Piriform
Windows6.1-Windows7-5P1-KB2972100-x86.msu Q2972100 1 CVE(s) M514-057 Critical Security 7 Product(s) Yes
Manual Submission .
+ i Simon Tatham Windows6.1-Windows7-5P1-KB2992611-x86.msu Q2992611 1 CVE(s) MS14-065 Critical Security 7 Product(s) Yes
+ 8 Sun Microsystems Windows6.1-Windows7-SP1-KB3000483-x64.msu Q3000483 1 CVE(s) MS15-011 Critical Security 4 Product(s) Yes
+ @ VideoLAN Windows6.1-2008-R2-SP1-KB3000483-x64.msu Q3000483 1 CVE(s) MS15-011 Critical Security 11 Product(s) Yes
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FAST EXCLUSION

2Ol OHE|- 2o ERM2 2TI0|L 2EO| 2Hdet 42, ol S B=E 7[RI 2 HA|A 0|2 M2[RLICE O|FA ol Mo =7t EHE

B2 0 7(1EI7FEIX| os f%T AEHS YOHRLLICE Bidefender GravityZone2 ZITHE fE= 0| 2o mjAO|LE =2 M AQ| QIS A, si+IE 7|z
AAOf|A o2l M2|otr | TE0] T2l FIX|QF&J2EI0] ‘H2kot iEA| o2 M2|E 2 4= A0 HF KIS Yoo Ra LT,

Settings
Security Servers

Sandbox Analyzer

Export mport Il show remarks
Firewall : :
Type Excluded items Modules Action
Content Control File Hach v | Enter the file hash value (SHA-256) On-Demand, On-Access, ATC/IDS ()
i EE e File c:\program files (x86)\elcomsoft password recovery\advanced efs data recovery'\zefsdr.exe On-demand, On-Access (x)
) Folder c:\users\jeong mirye\appdata\local\temp\bandizip-setup-kr.exs On-demand, On-Access ':'>_<',
Device Control
Extension c:\ncom’\ncustoms\ncustoms. exe On-Access, ATC/IDS 'C%j'
Relay Process =
c:\ncom'\ncustoms\downapp.exe On-Access, ATC/IDS Xx)
Exchange Protection File Hash
Certificate Hash Page 1 of1 10 items
Encryption
Threat Name
EDR Sensor Command Line

Risk Management

November 20,

Built-in Exclusions

Custom Exclusions
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ENDPOINT RISK ANALYTICS

RISEQISO| HOPES BUNOE 4 By} Jists 212 2ot aln) Bl A RI0l g RE1S H0510 Kxo| AISEOIS 2ol 52 Jriol
LICk A= ROIE 9f3d 22| 7|52 05 W ATES0j] FOFHS W7Astn LM 29IS XHs10] XI5 Q2 ZX[5}7| M0 A==OIE HOt Y
IS5t | flot X0l 7| S| IEr EFAFCHH| 200 047H2| Z|Ct MA =2 X|/oHH 22X M= HIEZLQIE 2| 22| CHAIEE0|AM A=l S K| A
) IO|E
L_

P e 4 UL

ool-

I_

Total Protected Devices Network Risk Score Protected Devices per OS Device Type

911 11a 108 1=

E Indicators of Risk Indicators of risk by number of affected endpoints Data retrieved on: ~ 11.Nov.2019 - 17:33:02 Refresh
|
Affected Endpoints Trusted Sites: ActiveX Control Not Marked Safe Risk Indicators Severity
1 1 Browser Security | Al
Affected Endpoints
et Network and Credentials
1 1 Anti-Spoofing Microsoft Security Baseline
(5 STy e Auto sign-in after restart Microsoft Security Baseline
Severity Medium Automatic Updates Misconfiguration
Autoplay non-volume devices Microsoft Security Baseline
E Device Risk Endpoints at risk by severity score Data retrieved on: ~ 11.Nov.2019 - 17:33:(
Boot-start driver Microsoft Security Baseline
Total Risk Score g SMB V1 Client Driver Microsoft Security Baseline
2 59 1 8 2391 2391 SMB V1 Server Driver Microsoft Security Baseline
Risk Score
" ' ! ' ’ 2 5 1 8 Device installation by 1D Microsoft Security Baseline
Device installation by setup class Microsoft Security Baseline
Disable DMA Microsoft Security Baseline
Risk Medium
Download enclosures Microsoft Security Baseline
Drive redirection Microsoft Security Baseline
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ADVANCED ANTI-EXPLOIT

CIE{Sl Het X, pDF 2|, 0|0 2|00 5 MS Office Z21740| M= 2| SZHS SZ5k=

2|00l Chof S HRIRIO|E S TH|Z} K| QIE(0f A= Hot Z{AS IO

O Detect Zero-day Attack General

Antimalware

IlA 524 Qg 20 E210|E HIO|CHR 2 E,

5,998 On-Access
Fickss 524, At2| 33+ 52, Mo AZ|0|M 32 on-Demand

Hyper Detect

%

Privilege escalation

LSASS memory access from unknown process

Predefined Applications

Application

7-Zip Archiver Console

A Red uce Th reat-hunting Advanced I.f\rt'_E;.:p oit
910 S D BHE B2 57| %)
Al-_Tl_ EH% H Ig-ﬂf_'-l;':'::" A Security Servers

Sandbox Analyzer

@) Tunable Mad1im meing Firewall

Content Control

OJAIARI2 JHHIE MaXoz B

CC L = M Patch Management
B0 E=XEHs 28 A

Device Control

Relay

7-Zip Archiver GUL

ce, Open Office

ft Offic
O ft Exc
O ft Pov
O Micro 0

ﬂ Cance'
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|2 ZZHOZHE| HIXO2 HSSI= DEZA
o dfash = AFLICE

Report Only

Report Only

Process Name
7Z.exe
7zG.exe
Acrobat.exe;Acrord32.exe
FoxitReader.exe
Soffice.bin
Winword.exe

Excel.exe

Fowerpnt. exe;Pptview. exe

Outlook.exe

Status

Default

Default

Default

Default

Default

Default

Default

Default

Default

Reset t



HYPER DETECT

EFZI APT, 3llZ &, ALS 29, TR0, PUA 2l 222 B EfEE AMLA Bl0] BRI = A=F GAE APH & UX| RE2A §X| Z&0
Ciieh 2 80| 7kse “3'1*' 2l'g 7[ge] AhA =4 A 2= LT,

. . General Hyper Detect
O Advanced Machine Learning
Antimalware
None-signature 7|2 THAl 2{'d + A”IA A EX| 7|=
N On-Access Protection Level
ANEZOIE0N S20| MA%|7| FOf| BIX| 3L A
On-Demand Permissive Normal Aggressive
Hyper Detect B4 Targeted Attack (o]
A Detect script-based attacks .
e s Suspicious files and network traffic (o)
N i . Exploits
Fleless él e XIJ—:II 6%‘ E% PO‘AHSplort %:1%' EE'I-Xl Settings Ransomware g
Fleless AEIA 274 HALR X /H|A AL Als TRl EFX
o — A /BlES 2 nfe K| Security Servers Grayware o
. . Sandbox Analyzer Actions
Tunable Machine Leaming
OIALABIC HE O . Firewall Files: Report Only . Extend reporting on higher levels
OlyAEiR JHHE H=Hoz B Content Control

TJSLE =7} Ot E C HH EFL| AMXA

o2, T:5|_}-, = S |_|-7:” = I:le =) Patch Management Network traffic: Report Only v Extend reporting on higher levels

e e E L E="

Device Control

Relay
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ADVANCED THREAT CONTROL

HZ Eg{AE DEO|A 2SSHH AFEAL 2E Sl 7{4d THE AFRSFOEI OSOIAM M8l Ol T2 NAE X|SX o2 DL|E{RIGHL|CE ot = gt 1t
=l SAS A0 Q0] ek 2t T2 M|AOICE M-8 205t & T2 A|AS| MA| H 7‘* 7t =0T A 0| ERSHH T2 AM|ATFQBYSICH TS
X2 W 20 XS FeCt

Bitdefender GravityZone2| ZZM|A ZIA| 7| &S S8 L= 3=l HY|0f, EFL
ARl HBHARS Fidess 32 (0] : Powershel 2.8), SHMQO|ZEEH ESSH4=

-IOP

B2 ARSI TR0, AT RIE 7|¥HEH JAS 20 B 22| 32, BaAA
QUL

@ u@

Zero trust, Maintain process Leger Convict Revert changes made by
Always monitor based on behavior when process malicious process
running processes reaches given threshold

Process termination
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SANDBOX ANALYZER

DAl 2 7|8 EHX| D HyperDetect 7+ EA{0] T3 THQITHS
=z

= ) Sandbox Analyzer

Sandbox 2A{7| 2 XMEO 2 HIE6}0] AS BMS S XCH i ZA| 2E 0 .
2 232 = UG L, Sandbox 2HE0IM =4 5|7 | 20| GravityZone2| & v

Submission Type Submission Status ATTBCK Techniques(0 selected) About
Clean

L0 CHSH Fk0| XM Qo A L{O| Q& 2~ Q= IQo| EXI0|| LSt E - mmemexeaaw s o0, . B
o - OO — HA— 4 —| 2 T HA= =2— O — O Unsupported

High Medium Low Failed Applnit DLLs
BITS Jobs
N J=: =] §|’E_LO|-_| A|A|7|.o = |||.|:|.—'-O|_0:| Al-_l EH o Y |_g_—||_ [ 2410 =0l |_||:|_ From 10010: [0 e
== = = =AMt i 4 Hl'a ol = =2d .
) Clean CANCOMNCustoms\CapMm.exe
N 0 1 BUSAN-HJY Cloud Sandbox
CANCOMNCustoms|CapMm.exe — Delete Entry
(T fected C:Users\Administrator.admin-PC\AppDatalLocallTempl_AZTMP... View >
. ® 9% 9635 el Cloud Sandbox
CAUsers\Administrator.admin-PC\AppDatalLocallTemp|_AZTMP10_\DHL A2 & docx.exe - Credential Access — show all Delete Entry
(T infected C:Users\Administrator.admin-PC\AppDatalLocallTempl_AZTMP... n View »
L e 95 9623 azs Cloud Sandbox
[m] x
CaUsers\Administratoradmin{ @ downappexe | Threat Analysis. X | +
— (& @ cloud.gravityzone.bitdefender.com/webservice/CCORE/getSandboxReport/5d6dd040f91250273fabSaed Y =z B ® ﬁ‘h £
E‘;ﬂgﬁ?dm downapp exe | Threat Analysis: No threat detected @ Sandbox Analyzer

Detection BEHAVIOR: Description Mitre Techniques System Changes Timeline Graph Chronology loC Screenshots

« Auto-File * Verdict

« Submission e Action _
° AnaIySIS BEHAVIOR: SCREENSHOTS

& frmDownApp
) b= Butto
e (R | mae
&%& An error occured while attempting ta initialze the Barland [ . . -
&7 Database Enaine (error $2108) Y et lame iR ee e
T
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INTEGRATED LAYERED NEXT-GEN EPP AND EASY-TO-USE EDR

ARACH L=, 1S, HIERXR 24 FH|(Sandboy), QHEIHIO|RA S 02 71| SEH 2o ERMO = N olxl Fuloh 27 245 w4oHH

= ™= —
TSt 202t 07| 9 Bialo| 3H|, SSL Qe E) Sl £ Sh|, @ S JHSA SO| ERIBID, I8 Helof TSt it B} 21l HE S EAts|
7| {7 | =0l W2 A[ZHLHO| 28X 2 2 T Soh= A2 A 2710l 7RdsLICt

EPP + EDR &3 M Sgto| &H

= Yoot EIX|2 EDR &3 M| aiM ItH|Ql A0 £+ & mZ2 22 H S| H
= Yool 2M HEZ 1S Lot U 2Ot 2|AaA Q7 At ZA

= HOMEIO| MZX HOL QB0 ZESIEE =2 Mot X2

= Efgol 2 2241 2 ROI H&

- Z2iY HOt S22 MIIO| A 28 HiX|

= A|ZHO| X0 et RlztEl o EfM|(RE HE 24 /X

* EDR(Endpoint Detection & Response): 2= 1 E0f
XEHQ 2L EHZD eA tS H*E@ M-S
BHAL =M XL AE| X 25t 7|52 M-S0t
E%ﬂo S WS MAlgLCh

_'Eor

* EPP(Endpoint Protection Platform)
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INTEGRATED LAYERED NEXT-GEN EPP AND EASY-TO-USE EDR

Bitdefender GravityZone = Tt &, TH O[0|HE OFF |[HX = EPP + EDRS S MISTLICEL BIECIHIE = 71y Huct SHACZRE QIEZRIES
MO 2 Hodotn AT oA R ga2 BRI = U XIAM|CH EPPO| ARG | &l Of R =it EDRE 7 RIS LT Bitdefender GravityZone=S
=oh= (R H FE[HIO2AE Heloh St AERQIE Ho SSHE At OfL|2t A 22 2[=i0f Chct

O, Xts EX|, =AL TS 715 o Hol & == USLICH

- ofl 5l 7RAY : FORRESTER
79 Qi Chpo| 22 01T 7B S ASH AMIAE E©X| 7|50 Froteston T
= S _._ = = = an
7|8t510] 2l HRIE Ars2=2 8ot EAgL|CH BXE /- oist & Visibility LEADER 2018
ZE2E FHStD A0S EM5I0 X257 IIE0 AEZQIES Hs Y2
ZEA =Y = ASHLCL 34 SEX At A HEE SA0| M55t Endpeiiisccuiity
duoh S slt8 ez EM/EX|/AESHH [0 tish =2 7HA[d 2 Suttes
XSt
- XS3H U AR Held :
ol TF, 4%, 54 HAE MF BEE =25t (A0 CHA =KX=t & GravityZone
Ats=tsto] 1Z80| O ANtE EE FEM0|1 s&8ezE 245t s8¢ ULTRA
= UEFE XLt
Operational AL
- Yot g L Simplicity e e
CLE|HIO|HAE ZT5I0] RE HOt A E 2 S&ote the 25/ O0[HE 2SEORLSE
OF7|HIX 2 A|A”RO S FX| ol 51 2HO0| W gLy =gt
k & 25 AHE 3t SyslogE ST LILCE.

SIEM, ESM, Splun
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INCIDENT VISIBILITY, FAST TRIAGE, INVESTIGATION AND RESPONSE

Bitdefender GravityZone2 ?E|HIO|2{A S ot Bitdefender ———
H|EC|HICIo| ®E| 200 B3 ED B S

ANEZQIEQ| YA HO|HE 7|55t EDR MME
St HSgLCt

DE o|MAHE HEO s Ho| MAZtoZ motgt &
Qe FAME MBSt BOtEO| FItE EME 4 e e
Ol_lAl EIJE% Xl-%gi AOHAo-l <|D=|I- Ll EI-- Reports 50 #13 [v] B
Quarant tine
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Ransomware, Adware, Spyware, Worm, Exploit Execution: Command-Line Interface, Exploitation for Client Execution, PowerShell +2
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INTEGRATED LAYERED NEXT-GEN EPP AND EASY-TO-USE EDR
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INTEGRATED LAYERE

O

NEXT-GEN EPP AND EASY-TO-USE EDR

CHE2O| HOEIO| QIHIAMO| M HIALS HOF AT} BESE XS Eo= HOF ATt LIEHE [ CHSSh= BEAIQILICE

2Lt HuskH A E AO|H S42 Ao M2k ¢i0] @2 A|lZE 50 245 5|0 BHX|E|X| &&LICE H|EC|HE EDRE £7d I0C(ndicator of
Compromise, MSIX|E)2t SZ0f| AFR =l SHE 2 ZMSI0] AFH0|| EfX|& 4= Qo= MZishn|s||7} w5t | Hoj| 7| THAIoM 3AS XITHe 5= Q)
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off 221 7]7t00Y) S2t2| 34 SMO0|Lt o|pl A2 22 Al = JELCH

DATE ENDPOINT EVENT NAME XYZ NAME FOUND IN INCIDENTS

rat_process taskeng.exe (234)
Process Create

sproxyc.exe (234)

rat_process taskeng.exe (234)

Process Create

sproxyc.exe (234)
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BITDEFENDER NETWORK TRAFFIC SECURITY ANALYTICS
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CLOUD SECURITY CONSOLE
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ON-PREMISE SECURITY CONSOLE

2219C SYUp2| 22 20t 012, 1240| 2% S| 2 On-Premise 2 FE3H HBFILICEL On-Premise 252

I

=0 WAL BN E XMz S MSoIH, 7=t 0S210|2A O|0|X|E 2Tt ATULEE SA| 20

File Edit View VM Tabs Help | Il v | o

=2l e=eols 25 XS |
| 7FsELEt

Library X
Q, Type here to search v

= (=8 My Computer
(5! GravityZone_Full
Shared VMs

Please login

Password for bdadmin user:

l

To direct input to this VM, click inside or press Ctrl+G.
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Bitdefender GrawvityZone Virtual Appliance

All Installed Roles
Database Server
192.168.67.148: 27017

Update Server
192 .168 .67 .148:7074

Communication Server
192.168.67.148: 8080
192 .168 .67 .140:06443

Weh Consnle
192 .168 .67 .148:80
192.168 .67 .148:443




AN INTEGRATED ENTERPRISE-SECURITY PLATFORM

‘ AWS i Micresoft
s ::::_1*_*::;-'?'?7'}3 \ Pa rt ner

Public, Private &

Hybrid Cloud

Laptops & Software-Defined & CiTRIX
& Workstations Hyperconverged ready- — READY
(physical) Infrastructure ,;a;KVM ‘ == Hyper-V
(I8 -
END-USER (S| DATACENTER & CLOUD

— Virtual Desktops Servers

(VDI / DaaS) (physical)
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ARCHITECTURE
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Bitdefender
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Global Protective
Network

REMOTE / HOME OFFICE -G
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Physical Endpoints
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ENTERPRISE HQ AND l
DATACENTER
I
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VM 1 VM 2 SVA
Any hypervisor
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PUBLIC-CLOUD ESTATE

Public-cloud infrastructure (AWS, Azure)
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ONE AGENT, ONE CONSOLE, ONE LICENSE

1 One Application

CHE| YO, Lot HYUEK| 2l 2, QHE|AH, OiK|K|Of, ARIZ 2L ofE2[7014 X
Of, LIPCX| 0], A2 M=} T|A3 oo} THX|EE, DR Sandoox S BE 7152
SHLt2 St MSRLIC,

1 One Agent . One Console

EPP+EDR EFM0| St 220t OftL |2t S2 & AIA">] 7Fat A|AR! PC Mac i0S, Androd Bitdefender
S Mobike 7|71, Windows A{H, Linux A|AELS SHQ| Of|0|HERL SHLo| &= I E & Security Cloud

= BES1H e S2o10] Y B2 [RtLC

One License

—

Windows PC, Mac, Server Mobile Mail & B4 2{O|MAS Z+2t J10et T Q It QIEL|CT
7}t EDR Sandbox, DLP PMS, 2453} 7|52 SHHe| 2lo|MA R SelotL|Ct

Top Security

AV-TEST, AV Comparative 5 SEHQI E|IAEVE Fof| LS E HEC|HEC| 02 V=
2 71% LHHEOl 9 QARE ¢

|

390, 31 &, AAZ 2 B0 H=3t Vs,
t &2 00| AO[H] 2[R0 O|27[771X| 999%2]

1915 8 =4 LY : https://www.bitdefender.com/business/awards.html
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Product Compare

Product Compare
GravityZone Line up

System Requirement



PRODUCT COMPARE
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PRODUCT COMPARE

=41 715 Bitdefender
Al 2 QT (o)
sto|m Cle e o
(Hyper Detect)
Mz Z=EM (o)
(Advanced Anti-Exploit)
T2 MA QlAHE o
(Advanced Threat Defense)
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PRODUCT COMPARE
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ASEOL=o| NAE AL Hadkdt £ OIS Bmol ZA ABE B ZY WA AN
27 A7, 2L AT, 7| RO MAE/ AP 22RE AT S 374K A BE K|
AIAE S0 Tt Yo 4Fg 53 Het 7hs
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AcmQIEL M= Ho| BE AR AT EF0fof Chet I{X| HZ: MS, Adobe, 7-Zip, Apple,
Autodesk, Dropbox, CoreFTP, Foxit, Gretech, LibreOffice, Mozilla, Notepad++, Nullsoft, Opera
Software ASA, Oracle, Piriform, Skype , Technologies S.A., UltraVNC, VMware, WinZip
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Bitdefender GravityZone Bitdefender GravityZone Bitdefender GravityZone Bitdefender GravityZone Bitdefender GravityZone
Business Security Advanced Business Security Elite Security Ultra Security Enterprise Security

Management options On premise / Cloud On premise / Cloud On premise / Cloud Cloud only On premise only
EDR o
Infrastructure
Endpoint security Endpoint Security SD Endpoint Security SD Endpoint Security HD Endpoint Security XDR Endpoint Security SD
Datacenter security (SVE) o o o L
Mobile Security / MDM Available on—.premise only Available on—.premise only
Security for Exchange o o o [
Technologies
Machine Learning AV o o o o o
Anti-exploit o o o o o
HyperDetect o o
Endpoint integrated Sandbox o o
Visibility of suspicious activities o o
Process Inspector o o o o o
Clean up o o o o o
Smart Centralized Scanning [ J [ J [ [ J
Patch Management add on add on add on add on add on
Full Disk Encryption add on add on add on add on add on
Security for AWS add on add on add on add on
Hypervisor Introspection Avai e ]
vailable on-premise only
. . . . Each item can be purchased
. PC,Mac,Windows Server, Linux PC,Mac,Wlm':Iows server, Linux PC'MaC’Wm(.jOWS server, Linux PC,Mac,Windows Server, Linux separately and ca: be
Details Server, Mobiles + Exchange Server, Mobiles + Exchange . . .
Server . . Server, Exchange mailboxes activated based on its own
mailboxes mailboxes license
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SYSTEM REQUIREMENTS

v" Windows : Windows 10 October 2018 Update (version 1809), Windows 10 April 2018 Update
(version 1803), Windows 10 Fall Creators Update (version 1709), Windows 10 Creators
Update (version 1703), Windows 10 Anniversary Update (version 1607), Windows 10
November Update (version 1511), Windows 10 (RTM, version 1507), Windows 8.1, Windows
8, Windows 7
v/ Mac 0S : macOS Mojave (10.14), macOS High Sierra (10.13.x), macOS Sierra (10.12.x), OS X
El Capitan (10.11.x), OS X Yosemite (10.10.5), OS X Mavericks (10.9.5)
Endpoint v' Linux: Ubuntu 14.04 LTS or higher, Red Hat Enterprise Linux / CentOS 6.0 or higher, SUSE
SN | Linux Enterprise Server 11 SP3 or higher, OpenSUSE Leap 42.x, Fedora 25 or higher, Debian
8.0 or higher, Oracle Linux 6.3 or higher, Amazon Linux AMI 2016.09 or higher
v" Windows Embedded : Windows Embedded 8.1 Industry, Windows Embedded 8 Standard,
Windows Embedded Standard 7, Windows Embedded Compact 7, Windows Embedded
POSReady 7, Windows Embedded Enterprise 7
v" Windows Server : Windows Server 2019, Windows Server 2016, Windows Server 2016 Core,
Windows Server 2012 R2, Windows Server 2012, Windows Small Business Server (SBS) 2011,
Windows Server 2008 R2

Apple iPhones and iPad tablets (i0S 5.1+)
Google Android smartphones and tablets (2.2+)
Exchange Server 2016, 2013, 2010

Physical and virtual servers

Roles: Edge, Hub and Mailbox
Protocols: SMTP, MAPI, Exchange ActiveSync

GravityZone Control Center= 7t 5t {E2I0|HA HE 2 X SSHH LSt 22 @A 9

et EES AMEY = USLICH v’ CPU: 4 vCPU with 2 GHz each
OVA (compatible with VMware vSphere, View) v" Minimum RAM memory: 6 GB
XVA (compatible with Citrix XenServer, XenDesktop, v 40 GB of free hard-disk space
VDI-in-a-Box) VHD (compatible with Microsoft Hyper-V)
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v" Minimum : 2.4 GHz single-core

v" CPU Recommended: 1.86 GHz or faster Intel
Xeon multi-core

v Memory:
Minimum free RAM: 512 MB
Recommended free RAM: 1 GB

v HDD space: 1.5 GB of free hard-disk space

D HIY 7|7]

O | & A{H

AN N N NI NI NN

GravityZone
Control Center

ANANEN




PROTECTING 500 MILLION USERS WORLWIDE



