U McAfee

Together is power.

Endpoint Data Loss
Prevention

HE27HM

McAfee Gold Partner, VisualData

EEEEEEEEEEEEEEEEEE



Mt Bl F
EndpointDLP 7 2
EndpointDLP 7| &

EndpointDLP E A

MCcAFEECONFIDENTIAL

VisualData [JMcAfee | 2



Ik HH

oh)




| 2HHH B

HIOIH 7= At

SR MeE o

LR AL M AL

BES| 20040322/ AM 0000

SR HP] 12l PoE 102E| SR 7 A
Rz gutios us fes @)

El
HU
0
_Q_I-
E
o
olA
N

SAIAt400B 2| YAREM LR F

ol ol TMEAIO ME, ™A XE 228 2445 YA
EXOoZ 1,000t H 1Y E pB QEE 8F

zh MYl /& E

= 1

Ol
ro

HAx %’E% B ERAD| 253HA 3
A2 A4 Tez QoMY 22 I =2
== “4—|('='?é§“:.”%rﬁl L EHHIEE
ZH 2EHHE fEhz F52] 2 2HY
HHE 2382 S48 YA

o JTHEA i 2

e

OF

L &

= || At 1,024 Y, =6l Hi & 25 A 7|

AEHS Z 23, IS Xt 40t 985H
| 1 (BN 4EH AO|HH S ME]
| —

MCcAFEECONFIDENTIAL

VisualData [JMcAfee |

4



Endpoint DLP 7H R




McAfee DLP 7L A /\)
or

MVISION ePO
Databases or
Repositories McAfee ePO
DLP Discove( %
<€ <
\‘g) E Email Gateway
7
.. DLP Prevent
L R €
~ - Weh Gateway 2 %/
S 2 DLP Monitor

DLP Prevent /"
Firewall @

MCAFEE CONFIDENTIAL VisualData [JMcAfee | s



McAfee DLP Z 2 M| A

Endpoint Encryption

Device Control
DLP Endpoint

DLP Endpoint
Network DLP
- Monitor

Network DLP
- Prevent

Network DLP
- Discover

H| 217}

04 A+ S Al

=R

Ho Ao
xx
HI om
Jn 1=

HOlH =&
YAl SH

VisualData [JMcAfee |

7

MCcAFEECONFIDENTIAL



ACEZEQE HERFELX

Data-in-Motion @

—=H0Fe+H06110101001
Email/IM

Data-at-Rest
LoD

011001101010011011
Cloud Apps

1011011001101001

Removable media /
Mobile devices

*McAfee Data Exfiltration Study: Actors, Tactics, and Detection, September 2015

2

Web Post

0

Desktop/Laptop

File & Clipboard

clojE &3l el
A 2| XHoil 2f 5
(OIEI‘lOE cc

43 %= L&
A ZHE| R & L Tt
= f499])*

[

MCcAFEECONFIDENTIAL

VisualData [JMcAfee |

8



Qs
| O[E{ 2] @[ X
QS

Cross-Platform Solution

ZocE M
INEEEEE o[ H3
x| 2l0f ofgt 24 o
O|Ef o] QI2f, AL,
o|gf

MCAFEE CONFIDENTIAL VisualData [JMcAfee |

9



Endpoint DLP 7| &




Endpoint DLP E 2 & ZIA| Xt 7|

v Theot oAl & Ol 2/0f otz 107FX| B 20| CHet ZAl/AE 7| MS
v Ofel &2 Z2[X7F X[ 8ot t 2 SFe o S2|A01Y, Ef 2 & HIOIH, &gt SO =¢etote HE 7ts
v 2 S0 mer oi2tolE gl S 42| ko] Tl

4 s

=
Okl

=
rx

oH
SEZZIH LY ANA B A8et SEZ2 (O AN, 22t )2 MO B2 &Al | &ALEL AH, SAXNEY
ZHEEES A4 SHEE(SA/E0E7)ALES S8t HIOIE fE X HdALE0, X, SANME
A O ES 75 MS OutlookS S H Y ZA|(HE, &) AL, B0, XL SAXME
HE/IL SR E= 5 CHE pc, ME{Q| Mt A| 2O 2 LEVH= T O|E ZAl Al 81, ==l SHANME
HE/I EZ 15| TCP/UDPA| FEl MH|A/ZE Sl 20| Lot RRE ZAl HAl, 81, Kt

oM B % 2Z HEHI ZZHZ SHE = HO|H Al AL B3, KEL SANE
O34 ME2: EHS 5 sBs M SX 2 SAE[= H|O[H ZA| ZALE3, Kte, g3, SAXME
SIH AN Hs 5 SR o[ =2t H AN E UK YAl B3, KEL SANE
AN 22 3] 2 EERKMOM HTTP P EE &|= IOl CHEE ZHA| AL da, XE, SAMEY
ZoREES A4 2P E MH[AE SSHHOIH 73 EAl ZAlL Z 3, KHEL RMS, SAMEY

MCAFEE CONFIDENTIAL VisualData [JMcAfee



E intDLP 2 7|5
ndpoin = S
FEXE 257 4 d(Classification)
oO=xx0 Ctst X o| B = = AH A
vV rE= x|'|_|'E oE—| T'__'IT7|T'__ oo
MNE JtSE 5L e Him Zt OEsL 17 =2 EA o= C
HiolEf 2 El'otol_l'lLl'El-DlE-I = ooH ngl-l_l- I:H
— o~ e
~ Austrian Bank Account Murnbers AOI' E-” Ol E—| O‘” I:H OI_I- Io'l DL OI_I. _E_%_jl —7||_<— AOH
GOE Z3 < A= WHE CHS = SHLHHI GHEHOR) ~ Credit Card Mumber (American Express) L
v - IP Address (Decimal Natation) é-)l 7 |-6
R = [“Acquisition |
< FAE Lts & THLH| si=H{0R) ~ | Admission Discharge | [= _
i § B (ALAl
LRnE = 1-Ll'l il (o'I:II' ~)
@ = abe
& =15 Al A 1000 Mozt Common US Family Names
Hare H0JE 2 N e o one " ; SaE = APA
a2 =g
s I
< ¥ AYE CtS &= THLHHl ahEHOR) ™ abcdefg .
getoh HIo|E ZX|
]
i o= =
o =
< ¥ ENsH CHS Z SHLHH| sHEHOR) v [En =l e - 9|'OF|E
o g Y O === ey [ Database files |+
< ¥ AN I R¥ Cte & SHLHH| sHEHOR) ~ | Executable files | [= . —?—A‘I —/‘\—AC')'
= |
< Y mEE W AN 2M as - FEEEENEE
AII-” EI.OI O35
]
= = TIr o
< Y EMMHI Boldon James BRI 01 v abc 2 |ZIEII Cts & SH 12t ZS(0R)  ~
= E E
< ¥ me 2Fs CHSLt &8 ~ E==ERES I-AI- H:l'
i g T Ol o
< ameEs CH8 = FHLAI O - } o poument e pss I = I L R
Application Sefings Files el el Feike)
¢ % me wmm CIZ = SILIH 3ISHOR) v Compressed Files - oY A2t
Database and Other Data Files
. I M
kol kX
= O =YY

MCAFEE CONFIDENTIAL VisualData [JMcAfee | 12



EndpointDLP £8 7|5

HOLEM =5 &7/ (By Application): Zt2|XtE &%t SR HO|H +=32&F M-S

ojZa||0| M Fo| S40| chorstz
zzaM0s Ceyzs HOdust OOl 27/, ZHe A
- E CrEn 22 A0l ot
2 a9 A2 [fes =¢ X7tz O Z2|A 0| Mo| m}2to|E
2 a8 0 012 REPIEE » 222K 0|2
LT L 25 » HEHZ
U g A [ 01 NN « AlSH C|2IEZ|
2 HE0S Lrsat 28 « AlsH Tt O|2
i ie s . AT B4

= Ao HA O O|E

= HZ Ol

= H A=

MCAFEE CONFIDENTIAL VisualData [JMcAfee | 13



EndpointDLP £8 7|5

AEE 7|8 & 23 (Web Protection) - & 222N E & =5l= SLU0/H MO

=2 | w2 | me
== == = Classified (English) | —
== CIS Z SILIH SI=0R) o] | |
| sr2znisEms e = 7
—
21| AFETHALL . l)(—E—-.i: Classified 2
FUSERHZ
@ B =AUAL /5] URL(ALL) y 2) AFE X} Al
3) URL: Any URL
NpT— 15 IOIE] BEEALL) | 2o o % e & eim Hms om ol 5D maE I
z2 | W | oe 4) Y2ZE Q. Al

Mcafes DLP Endpoint

M HEY 30 22H ZAE
w CHS
o
— 1) AM g8 e, BEH 2F
orz| mof
DINEE 8D 2) E5HE
FAIEE =200 U2 IYE EHE AT
3) YANEELYH SANE

SlAFHEY 39S ME0 24 BFH

na: CZE AAHD SL HSZ [

MCAFEE CONFIDENTIAL VisualData [JMcAfee | 14



EndpointDLP £8 7|5
x7

|2H & 2 (Web Protection) - & HEIRXE S R=&l= S0 0|E MO

I

Naver Blog ZL2A & (Internet Explorer 11)

H0]2| S 22 4= YUSLICh

A2 =
Naver O|H| ¥ 22 2 (Internet Explorer 11)
\/ <!
| WMD) 15
I McAfee Data Loss Prevention +gle
The web post was HEHE! since sensitive content was identified ==
within the web post to https://blog.naver.com.
k.coks -[ P 2 A
DLP EIOIA 2% 27 [
22 et- A 2R A-REETEIEE/FI~EexEAY o - -

©J McAfee Data Loss Prevention
classified The web post was At since sensitive content was identified
within the web post to https://mail.naver.com.

confidental

VisualData [JMcAfee | 15

MCcAFEECONFIDENTIAL



EndpointDLP £8 7|5

ZAHI=X 7|4 0| Y E 2 (Email Protection)

— Outlook, Lotus 0| & =2}0| 21

v CHS Z &ttt ZeHOR)

LS & oLt ZZHOR)
S5 ZEHANDY
2] OI0IE] Z=EHALL)

il Mzl HE

== DIEHI°' 8 EI-LI-
B EH A

% OBE S=0 EEEs YAl 22 SEALL
su7 =25 A S ATHALLY
DHYE 2E" 2HE Mac 05 XHM HASZIA SHSLICH

EH | HIT | HE
Mcafes DLP Endpoint
AMUEHIN H2F ARH

LEE

AEA BE:

2AEHE B0
HE DHZE EHE HEF

OINEE H1:

SIAFMIEH 3RS 2Z0 S ARH

18

wa: HZE AABI ST SHOE 1S -

EE SctolHE Mo

Classified (English) E *
Confidential (English)
FIZTOISEHF

==

2) EH AR Al
3) O|H| Y &5 All
2.

=20 Jd-d
3) YANBEE WY S SANY

MCcAFEECONFIDENTIAL

VisualData [JMcAfee | 16



EndpointDLP £8 7|5

S2o 2 W OU HMA EHDS

A0 27 e o2 2[AHO0[H0AM 2HE = IS AL
v g4 2|7 0] | Of| & I 2= oS AL
i B © ) E [ G H i) K
1 ear 2011 2012 2013 2014 2015
2 TP 100 200 300 400 500
2 Iarket Share 10 5 a0 a7 42
4
5
F 7

b 00 45

=2 (=}
7 40 ]HIOIZIE :!.E
8 500
3 35 2|5t 2
10 400 - 30

\/

@ Micrasoft Excel Ol - | =2 I e
E) DHEy 3i25/2011 1007 &AM Microsoft
EARD Hzss 3j25/2011 10:07 &M Microsofl
B HEEF s
o 0=zt

H 2297

N

AR LFI BUSASLICE BA F CHA A3 FA Q.

J McAfee Data Loss Prevention

The web post was XIEHE since sensitive content was identified
within the web post to https://blog.naver.com.

DLP BIOI|2 2%

MCcAFEECONFIDENTIAL

VisualData [JMcAfee |

17



EndpointDLP £8 7|5

HOLEA A& &5 (Host Discovery)

74 2lpce| C|A 0]

| MZE HoHE
ofef E71o 2 EHast
- SY T YA YA, 2T A RN S
. SN T HIR
- S 719E/HFY
- T WN/AY LR
- 0o ERAY x| 2

B M £l H|O[ & of T et TS

O 71—

O
AL, XA EA(ELEHF)

7

23|

MCcAFEECONFIDENTIAL

VisualData [JMcAfee |

18



L—

=)

MZ ot 582 OOl A& EF (Host Discovery)
ZE GO of Cict EHM V]S

I.
v 2Zpco| N

EndpointDLP & 7|

E

1= nil
>
s Ll
IH M
3l w
o ol .
N
m._ B3 iy A
0[O} 101 o) BT i [
7|37 o0 /) &0 FJ
E
] y
1= R
5 I
- u
® . 0l
L %) =<
< g )
=
. —
2
[ ¢
oo ]
o3
H
100
80
F ]
o
< = =
s o
M ® = -
o g
ol 5 i
KT = |3 3 -
A o Dl e R
LY u_ o |E 2
10 Al o)l | |8 | =
<F < Ll R
R g
M| =
K U
o L&}
S |
x =l 7T
< < ¥
= A0 =
+— —
£ i T oo
o 0; 3 Al .
° = | wl
e Jl ol Rl @
= fijn of | = O | T
> = = | = |5 WES

19

VisualData [JMcAfee |

MCcAFEECONFIDENTIAL




EndpointDLP £8 7|5

O§ X | O (Device Control)

v B0 B Device O] AZE BLIE|, 27| KT

CNGEIN R SR

ma 0lE: Block USE Storage

gﬂq

2FEf: 0 = v AL e T

SRR = Mcafee DLP Endpoint for Windaws Mcafee DLF Endpoint for Mac OS5 ¥

L2 | o2l | S

ZE NMEA

22| AFERHALL

wd
=2
o
1=
=
U2
K

LS = Stutall 3l =2HoR)

tcAfee DLP Endpoint
SIAHEH N 9E2F A FH

HM:

Al Sandisk removable storage devices (Windows)
Removable storage devices (Windows)
SD card readers (Windows)

MCcAFEECONFIDENTIAL

VisualData [JMcAfee |

20



Endpoint DLP £ %




AN 2 HOjE B

o

0z

-t 7| 52 McAfee Cloud Data Protectiondt E¢/510] MEE EHS.

A SRL 2o M Sl ItAd YEE SR

7R =1

HOJE £& EX|
A ZQAE 5l A X

MCcAFEECONFIDENTIAL

VisualData [JMcAfee | 22



SLC}

o
TR
|

E|
[=]

B B A|A

:31 2L H
2 Az

ot
2
=]}
=
=]}
=
(=13

(==

=
(=]

ZAL O]
0 R 20-) 2gH2016 18:04:53
=l o
el
=l o
A
=AM
2=

7l ofl
K Mr <
=< Ujo =

i

OH o
<M oF E
=y oK H_I

8 I

or [

23

VisualData [JMcAfee |

MCcAFEECONFIDENTIAL




McAfee ePO or MVISION ePO

Data Reposit Email & Web
ories Gateways
DLP Discover DLP Prevent

Egress points
DLP Endpoint

DLP Monitor  Endpoint Encryption

Ut 25 AR, AR, HAl A S
T2 &0 HERR & A= ZQIE
DLPOM ST =l HA 22

S = At 3 AL 2|

olc ZOIE 9l 4 EQ3 pLp MEH|
X et EIAE SZ= TS ALES
Of mpof CHor MA 2AM0| 2zt
HE

MVISION ePOE Sl Secaas HAI2| D
LP Endpoint 22| M| S

MCcAFEECONFIDENTIAL

VisualData [JMcAfee |

24



Support HH

2| oAl X[0] 7|52 Window 2| Mac 05 & 7t5

Windows Mac
* Microsoft Windows 7 SP1 or later, Enterprise and Business editions, 32-bit and 64-bit * macOS Catalina 10.15
*  Windows 8 and 8.1 or later Enterprise and Professional, 32-bit and 64-bit * macO0S Mojave 10.14
*  Windows 10 32-bit and 64-bit * macOS High Sierra 10.13
*  Windows Server 2008 R2 and 2008 SP2 or later, 32-bit and 64-bit * macOS Sierra 10.12
*  Windows Server 2012 and 2012 R2 or later, 64-bit * OS X El Capitan 10.11
*  Windows Server 2016 and2019 * OS X Yosemite 10.10
Supported Browsers McAfee ePO Software and Agents
* Internet Explorer version 11 * McAfee ePO software 5.9.1and 5.10
* Mozilla Firefox 48 or higher * McAfee Agent for Windows 5.5 and 5.6
* Google Chrome 65 or 79 * McAfee Agent for Mac 5.5 and 5.6
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