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You became victim of the PETYA RANSOMUARE!

The harddisks of your computer have been encrypted with an military grade 43(y
encryption algorithm. There is no way to restore your data without a special (o]
key. You can purchase this key on the darknet page shown in step 2.

To purchase your key and restore your data, please follow these three easy

steps: [0)
; 27% 25%
. Download the Tor Browser at "https://wumw.torproject.orgs". If you need
help, please google for "access onion page".

. Visit one of the following pages with the Tor Brouser:

http://petyaZ 3 i.onion/NTnaar
http://petya’ .onion/’
: 4% o

. Enter your personal decryption code there: A)

9 - u Gt T t - RS - 3 QR - Ry - TE - Fe S - Guiiih - { 4 : :

(1 T N =- i
If you already purchased your key, please enter it below. Very SomeWhat NOt Very NOt at a” Don’t
o concerned concerned | concerned concerned know/never

28 U pisk =23/ BT 27

ESG 2018 Data Protection Landscape Report, October 2018  considered
4 Alo] D= TiHel Q)
70%2| N7
R 9 Q10| 20| Cfs)
F oot /US|
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Backup Server 22
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RR4400 Backup Appliance 714 (12%)

Xeon Silver 4110 8Core 2.1Ghz * 2CPU
(8C/16T, 11M Cache)

Memory - 64GB RDIMM, 2666MT/s

SSD Disk — 2 x 480 GB RAID 1 (OS)

Backup Storage — 7| = 21TB / 2 S3FX| &
iSCSI 10Gb * 2Port (6TB Disk *57) 12 Bay

Ethernet — 4 x 1Gb Ports

Software — Quest Rapid Recovery
Windows 2016 STD + Win Defender (AV)

Anti Ransomware 7| Ef |
H/W 2JAF 7|22 S5 100% 5+ B

10Gb Ethernet - 2 Port
i 21 DATA 2 AHE RDX QuikStation

RR4400 Backup Appliance Ib oto|H| I &l &)




RR4300 Backup Appliance 714 (EZ¥)

Xeon E-2124 4Core 3.3GHz
(4C/4T, 8M Cache)

Memory - 32GB RDIMM, 2666MT/s

Hard Disk — 2 x 300 GB RAID 1(0OS)

o= & ™/ R§43oolh N\

Backup Storage — 7|2 11TB / 23 X| &
4TB Disk*47}{, Raid 5 T+

Ethernet — 4 x 1Gb Ports

Software — Quest Rapid Recovery
Windows 2016 STD + Win Defender (AV)

Anti Ransomware 7| Ef |
H/W 2JAF 7|22 S5 100% 5+ B

10Gb Ethernet - 2 Port
i 21 DATA 2 AHE RDX QuikStation

RR4300 Backup Appliance Ib Ofo[ H| Q1 = El| &) n




RR4400 U O|S210|HA - JH7<1I 715 &7
A|AE O|O|X| H1Qd 8l DR EX| MY of 2HH S

° -
VPN LS ¢ =3 G- EEELI (@ Archive
-+ Agent 7|4 ui e - A|AHR 23 - DR =X 7|sHS - WY 2LHOFFHO[E)
-=2[™ Ml -HW A|AH Sy 23 - WAN 58| 7|5 24 - Local
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Universal Recovery
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Individual Object Restore

- JHE N CHe| E)E 7 E 2| E] LMU(Local Mount Utility) A&

« CHaH A& AT E3: File & 2, Sharepoint, Exchange Mailbox
» Network drive S Ei| 2 B8 & | O| K 7} K| & =

Name « IDaeemodﬁed |1‘we

7/13/2009 11:20 PM File foider
11/15/2012 5:22PM File folder
11/15/2012 5:20 PM File folder
11/20/2012 8:22 PM Fie folder
11/10/2012 6:51PM File folder
11/15/2012 5:12PM

12/1/2012 6:08 AM

12/17/2012 3:56

11/16/2012 5:28

e |

)\ \ y 4 4
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Mount Point & £t
Backup Storage Direct
Access

Server/Desktop

RR4400 Backup Appliance Ib ofo|H| QI ZEl -



2ls 1. 7H4A AR tf7] 7|5
Virtual Standby
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Linux E‘%
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| Server
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Storage Snapshot Protection

. Q) M As O BEt0|QIA M AE|X O RYE
C e M AEAIXE HW A 7|5S B8 B &
. YO LA AHHALS S8 10006 AE] I W AR EA 22 Ths
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- ThY WY OS20[U A 2SS St i E V=X
- B YH|OM SE[MH & 7t 2HE ST Y

- AMH CH= Kot 8l 2XIot Agent =2 KNS
« Windows / Linux A|¢t §iO| 2 & 7|'o
« 2ZX| DR EX| 2}O| A ':'é* Xﬂ%

7|2 Khk

« Windows Defender2 &4 I E
A HS 81000 23 2%
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RR Y 2LIE] 2020-02-10 22 04:19:50

o8 o
g2 D

2E2|X] el 2020-02-10 23 03:18:29

POWOR . HARD DISK
FAN . RAID CARD
A2 AHAEYEN 2020-02-10 2% 04:19:59

Partition Name Partition-1D

0S_Docker_Snapshot 0D91B90651A11ABO

RR_OS_Backup_Snapshot TE9FCAS74372EASF

RR_DATA_Snapshot 400D91AD4D4ACE4S

KA OS B &

RR4400 Backup Appliance

gl AEZ|X|

A=l
24A1ZHY 29 HE

A=l

A=l

Created Time

2020-02-08 07:59:47

2020-02-05 15:18:29

2020-02-09 08:01:49

SLER|O X JEIS
LH

2 SE B AEC[X] AF

S8 A EE

ME H/W HEH 2020-02-10 2.3 12:19.05

POWER . HARD DISK
FAN . RAID CARD
cPu . MEMORY
M B EE 2020-02-10 23 04:19:59

2.3

ZE 2 2020-02-09 27 07:36:54

U MHE IR \W192.168.0.252\0sbackup\Backup_One

22 57 8% 2020-02-10 2% 04:19:59

7| X3 ME
070-4323-3190
OFO| H| Q1 Z & (F)
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oAl BE

CECI L
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Quest Rapid Recovery S/W &2
CHet ME{O| &b M 2R ik S

RR4400 Backup Appliance

CES =7 0 ez ‘}1{337}
RR4400
BsE AFE

B @ 192.168.0.57

@  VEEAM_jbyoon repo ObE] =BE|R| FS 2020-02-10 2% 5:00:00 0 (0 EOIE) (
0 @ Vecam M repo 2020-02-10 2F 4:18:04  2020-02-10 2% 5:00:00 B (92.79 GB)

=7 H A8 AlAg

2 — |

BK_Test repo 13 (33.69 GB)
[m] RR4400_VM repo 6 (47.01 GB)
[m] VM-TEST repo 60 {6.62 GB)

DVM 2| EX|E2|

-I__-

@ repo

129 4 cBuseqorapery | 10012 GB 28%

2020-02-10 2= 4:18 Veeam_M'0l A \\Hard disk 1\Volume 1 Recovery; \\Hard disk 1\Volume 2 NO NAME ; \\Hard disk 1\Volume 3' B #S H&ohs

a
2020-02-10 = 4:07 Veeam_M'0l A \\Hard disk 1\Volume 1 Recovery; \\Hard disk 1\Volume 2 NO NAME ; \\Hard disk 1\Volume 3' B2
2020-02-10 = 4:06 vCenter/ESK 7 Al2E Veeam M OI(7H) BZZ|USLICH

2020-02-10 S 4:06 Agent Veeam_M'2| HEj7F HE TS LICH

a

2020-02-10 2.5 4:06 ESE ERE T4 7H0 YH0EHZSUDL
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Power Supply Status

SERVER STATUS INFORMATION

rok
ol
0

Z2}o|AHA

2 AE) BOIO|E : 2020-02-10 2% 121905
SERVER STATUS INFORMATION

Server Raid Controller Status

SE 2LEE

<Sensor Name> <Status> <Type> RAID.Integrated
Power Supp\y 1 OK AC Name PERC H310 Mini
Power Supply 2 Absent AC Status oK
ViTals =
RR4400% N
FAN Status *
T AE] B0 2020-02-10 27 03:18:29
<Sensor Name> <Status>
STORAGE STATUS INFORMATION STORAGE STATUS INFORMATION
Fan 1A oK
Storage H/W Information Storage Disk Status
Fan 2A oK
Name RR44005t0r Index JBOD Slot Ch-ID Size Splcd Lo Status
Fan 3A oK
Loge GSePro1004 o 1 40 3815191MB  300MB  TAIFF3CS  On-Line
Fan 4A oK
Vendor T 1 2 50 3B15191MB  300MB  7AIFF3CS  On-Line
Fan 5A oK
Unique-1D ABB30 z 3 6-0 3815191MB 300MB  7AIFFICS  On-line
Fan 64 ox Model GSePro1004F 3 4 7-0 Absent
Fan TA oK CPU-Type Intelavoton
Patition Information
Fan 18 oK Cache 8192MB
. Ch Target LUN Media Name o Host-1D
Fan 28 oK FW-version 145R.02
1 0 o PART RR_DATA Stor 42EAZ6CEGSTFCOIT
P v BR-version 1.23C
77 o 6 PART RR_OS_Stor AFFO3CSEQTBETBCA
SN 9059760{0x8A3DBO) o
7 7 D 5 A3676
— vares 70 PART acker 20457CER1IFAIET6
Location Slota
Snapshot Information
Host-Board
Partition NAME Snapshot-ID AR AlZH =
buzzerState
05_Dacker_Snapshat 0D91890651A411A80 2020-02-08 07:59:47 AlEt
e — 05_Dacker_Snapshot 2836C5684EB2C816 2020-02-01 07:59:52 Al

stol Jhs

A 2EQX] H/W A B ELEHE
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RR4400 Backup Appliance

YAt osYY LEf

Factory Backup

Y e A7
2020-02-08 22 02:47:11

Y T A
\\192.168.0.252\osbackup\Backup_Factory

Middle Backup

Ell
=

AFE

HS

2 E2[X| AL HEY
Docker Snapshot

Partition NAME
05_Docker_Snapshot

05 Docker Snapshot

Docker 57 ofolu| Q=0 BE 7|z XH 8

Y e A2 745
2020-02-08 2F 03:18:58 o=

HY MY 2K
\\192.168.0.252\osbackup\Backup_Two

Last Backup

e @m A7
2020-02-09 27 07:36:54

74 UM AT 015 %7 NHS XHE 4 B
541102, 208 #7 AFoIA 102 NHS
AL A% ShARE LR

« | OS Backup Snapshot

Partition NAME
RR_OS_Backup_Snapshot

= 536t
RR_OS_Backup_Snapshot

Cancel OK

Y T A
\\192.168.0.252\osbackup\Backup_One

AELZX| E2E STt

A G EA0

Partition NAME

RR_DATA Snapshot

RR_DATA Snapshot

EEESET]

H1

RR Backup Repository Snapshot

2020-02-08 07:59:47

2020-02-01 07:59:52

S3dAs

284 8l Azt

2020-02-05 15:18:29

2020-02-01 19:09:46

2020-02-09 08:01:49

2020-02-08 20:01:51
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Backup Site

= Q) 22|} ID/PW

=
=

https://100.100.0.100:8006/apprecovery/admin

Storage X2
administrator
233e
iDRAC 22| IP

Storage Site http://100.100.0.101
escscece Storage 2| ID/PW admin seesecse
Partition Information
https://100.100.0.102 Server QS Stor NAME  gr Os Stor D 4FFO3CSEO7SET6CA
= ID/PW root sosnees RR DATA Stor NAME  gR DATA Stor D 42EA26CE651FCO3T
0S Backup X #< ID/PW rrhackup cosssass Docker Stor NAME ey D 20457CER13FA2676
A3E 2 0S Backup M& 2 2{%]
Shell ~3 2= ZH=2 Jvar/script =72} ojo|x| \\100.100.0.101\osbackup\Backup_Factory
SER B3R C\rr4400_CLI_ESGS R 11100.100.0.101\osbackup\Backup_One
AHi CL 2= C:\Program Files\rr4400\rac5 HE A2 \\100.100.0.101\osbackup\Backup_Two
- .
« ANl Bl AEZ|X| OEM LIELHZE W =3 487d 89 -
=x — — o200 X
e BE M2 L} SILIO| I{O| XA AT
— O = = O
RR4400 Backup Appliance
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RR4400 =2 Ul - 35 5+ 7|5

ntegrated Dell Remote Access Controller 9 | Enterprise

# Dashboard E system\v & Storage v M c ion vV = v ©. iDRAC Settings v Enable Group Manager [l

Dashboard

@ idrac-HZZXNY2, PowerEdge R240, User: root - Mozilla Firefox = o X
© Graceful Shutdown - @ (dentify System
ps htm

O ar 192.168.0.120/re: er.htmli?ip=19 mpo 240, Use *** w =

92, 2 ac-HZZ> owe 2
8 Health iformaton i System nfor £ B3 B ) T

Power State

£ Settings

SYSTEM IS HEALTHY

Model
Host Name
System Health Storage Health

Operating System
& Healthy Detailsy ® Healthy Detailsy
Operating System Ver§
Service Tag
BIOS Version

iDRAC Firmware Versi

IDRAC MAC Address

License
= Recent Logs + add note
Severity Description
2 C: boot completed SAIBH S <Ctrl+Alts Del> 2
] OEM software event.
2 The chassis is closed while the power is off.
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